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SEVWUDFW

7KLVj GRFXPHQIj ZDVy RULILQDOON] VXE PLIIHGY DV§ DQj LOIHUQHI GUDIIN LQJ LRYHPEHUj R1j T &&zi) SVj RQHJ RIY IKH
GRFXPHQIV) SUHGDILQJ{ IKHj IRUPDILRQ RIJIKH] , (7)6Vj ™ LIHUHQILDIHG{ 6HUYLFHV} = RUNLQJj *URXSij PDQ\{ RIjIKH
LGHDVYSUHVHQIHGYKHUHFLQIFRQFHUIZLIK] ™ DYH{&ODUNEVJVXEVHT XHQISUHVHQIDILRQIR{IKH) = HFHP EHU/ 4&aj PHHILQJ
RIjIKH}, (7)), QIHIUDIHGBHUYLFHV) = RUNLQJj*URXSij Z HUHINH\JIRJIKH ZRUNj ZKLFK{OHGHIR]5 ) &ViEézé{DQGjééme
DQGYHIKHj VHFILRQJRQJDIRFDILRQ{UHP DLQV{ DJILPHON| SURSRVDGi} ) RUHKLV}UHDVR Qi DQG IR} SURYLGH] D UHIHUHQFHjLI{LV
EHLQJ{VXE PLIHG{LQ{LIVJRULILQDOJIRUPj 7 KH{IRUZDUGLQJ{SDIKJSRUILRQ{RIFIKLV/GRFX PHQILV{LQIHQGHGDVIDJUHFRUG
RIjZKHUHj ZHj Z HUHJDILQ{ODIHj T &8/ DQGJQRIYDV{DQILQGLFDILRQ{R I IXIXUHJGLUHFILRQif, Qj SDUILFXODUIKLV§GRFX PHQI
XVHV{ IKHj WHUP§ GVHUYLFHG) R} GHQRIH] Dy PRUHJ SULPLILYH) FRQFHSI IKDQJ LQJ FXUUHQHj XVHj LQj UKHj = LITHUHQILDIHG
BHUYLFHVj = RUNLQJJ*URXSi

7KHJSRVIVFULSIYHUVLRQJRIfIKLVJGREX PHQILQFOX GHVI &ODUNIVVOLGHVJDVYDQDSSHQGL [ 7 KHjSRVIVFULSIYHUVLRQ
RIJIKLV/GREXPHQIJDOVR{LQFOXGHVYP DQN{ILIXUHVIKDIYDLGIUHDIONJLQ{LIV{UHDGDELOLIN

Tij, QWRGXFILRQ

7KLVj GRFXPHQIj SUHVHQIV Dy GLI IHUHQILDIHG VHUYLFHVY DUFKLIHFIXUH] IRUJ HKHy LQIHUQHI} ™ DYHJ &IDUNj DQGJ 9DQ
-DFREVRQj HDFK{ SUHVHQIHGj ZRUN§ RQj GLITHUHQILDIHG{ VHUYLFHVY Difj IKHy OXQLFKj , (7)§ PHHILQJ >&iéfij (DFK
H[ SUDLQHG{KR Z{IR XVHJRQHJELIJRIJIKH] , 3] KHDGHUJIR§ GHOLYHUJDJQHZNLQG{R 1§ VHUYLFH IR} SDFNHIVLQJIKH{LQIHUQHI
7KHVHj ZHUHj IZRy YHUNj GLIIHUHQI NLQGVY RIj VHUYLFHy ZLIKj TXLIHj GLITHUHQIj SROLF\§ DWXPSILRQVij (QVXLQJ
GLVFXVVLRQY KDV} FRQYLQFHG) XV IKDIy ERIKJ VHUYLFH] INSHV} KDYH) PHULI DQG] IKDI ERIKJ VHUYLFH] INSHV§ FDQj EH
LPSIHPHQIHG ZLIK{D{VHITR 1jYHI\NVLPLODUJPHEKDQLYP Vi = HySURSRVH{DQDUFKLIHFIXUDOIUDPHZRUNJIKDIGSHUP LIV
WKHY XVHJR 1 ERIKJ R IIKHVH) VHUYLFH{INSHVY DQG{H [ SORLIVIKHLUjVLPLODULILHV{LQY IRUZ DUGLQJ} SDIKj PHEKDQLVPVij 7KH
PDIRUJ JRDOV} RI§ WKLV§ DUFKLIHFIXUH] DUHj HDFK{ VKDUHG§ ZLIKy RQHj RUj ERIK] RIj IKRVH] IZRj SURSRVDOVA) NHHS] IKH
IRUZDUGLQJ] SDIK{ VLP SOH SXVK FR P SOH [LIN IR} HKHj HGIHVY R1§UKHj QHIZRUNY IR§ HKHj H[IHQIy SRYVLEQHi SURYLGH] D
VHUYLFH{IKDIFDYRLGV)DVX P SILRQVDERXIIKHJINSHJR IjIUDI ILFfXVLQILIH P SIR\{DQJDIORFDILRQJSROLF\JIKDI ZLO)EH
FRP SDILECH] ZLiK{ ERIKJ0RQIAIHUP{DQG{ VKRUIBIHUPY SURYLVLRQLQJj PDNHLIj SRVVLECH] IRUIIKH) GRPLQDQI , QIHUQH
WUDILFjPRGHOIRJUHIP DLQJEHVIEH IRUIy

7KHj PDIRU FRQIULEXILRQVY R I IKLV} GRFX PHQI DUHJIR§ SUHVHQI I ZRy GLVILQFI VHUYLFHJINSHVA{ Dy VHI§ RIy JHQHUDO

T 7KHXQGHUNLQIWLPLODULIN{LVJQRIDQJDFFLGHQI{A ™ DY Hj&IDUNYILUVIGSUHVHQIHG)SDUIVIR IJKLV/DUFKLIHFIXUHLQJIKHJHDUON & V{DQG{-DFRES
VRQJZDV{KHDYLONJLQIOXHQFHGE\JIKH{VLP SOLFLINJDQG{VFDIDELOLINJR 1j&ODUNEVYPRGHOY
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PHFKDQLVPV{ IRUJ IKHj IRUZDUGLQJ} SDHK{ WKDIy FDQJ EHj XVHG{ IR} LP SOHPHQIj Dj UDQIHJ RIj GLITHUHQILDIHG
VHUYLFHV{DQG{IRSURSRVH{D{ 10H[LECHJIUDPHZRUN{IRUJSURYLVLRQLQJDJGLI THUHQULDIHG)VHUYLFHVIQHIZ RUNi, I
LV} SUHFLVHONJ WKLV§ NLQGS R 1§ DUFKLIHFIXUH] KD LV QHHGHG IRUj H[ SHGLHQI GHSOR\PHQI R1y GLI IHUHQILDIHG
VHUYLFHVj ZHj QHHG{ Dy ILDPHZRUN{ DQG{ VHIj RIj SULPLILYHV{IKDIj FDQJ EHJLP SIHP HQIHG{ LQJ IKHj VKRUIBIHUP
DQGJ SURYLGHj LQIHURSHUDEOH] VHUYLFHVAj \HIj FDQj SURYLGHj Dj GVDQGER[G) IRU) H[SHULPHQIDILRQj DQG
HIDERUDILRQ{IKDIFDQ{OHDG{LQJILP HJIRj P RUHJOHYHOVRIYGLI IHUHQILDILRQ)Z LIKLQHDFK{VHUY LFH{DVQHHGHGi

SBIIKH{ULVNJRI{ EHIDERULQJ{DQDQDORI N ZHjDUHJ PRILYDIHG{IR} SURYLGH{VHUYLFHVJILHUV{LQjVRPHZKDII
WKH{VD P Hy I DVKLRQyDV{IKHJDLUOLQHVYGRY ZLIKy ILUVIFODVVA EXVLQHVV{FODVV{DQGJFRDFKyFODVV 7 KH{ODIHUJDOVR
KDVJILHULQJJ EXLOKLQ GXH{IR{ HKH] YDULRXV} UHVILULFILRQV{ SXIyRQJIKH} SXUFKDVHij S SDUIYRIfIKHj DQDIR I ZH
Z DR} VIUHVVLV{ KD EHVI H1TRUIIUDIILFAOLNH} FRDFKj FODVV} VHDING RQJ DQJ DLUSODQHLV{ VILOOJH[ SHEIHGHIR
P DNHj XS{IKHJ EXON RIYLQIHUQHIFIUDI 1LFi§%XVLQHVV{DQGY ILUVI FODVV{ FDUUNYDJV P DOOQX P EHUJRIJSDVWHQJIHUVi
EXIjDUHJTXLIH{LP SRUDQIIR{IKH/HFRQR PLFV/RIfIKH/DLULQHILQGXVIUN} 7KHj YDULRXVjHFRQRPLF{IRUFHV{DQG
UHDOLILHV{ FR P ELQHJ IRy GLFIDIH}IKHjUHODILY Hy DOORFDILRQY RI§ HKH{ VHDIV DQG{IR{ IUN{ IRy 1L00j IKH{ DLUSODQHij = H
GROQGH H [ SHFY{ IKDI GLIHUHQILDIHG} VHUYLFHV} Z2L00j FRIP SULVH) DOOJUKH{ IUDT ILF] RQJ WKHj LQIHUQHIY EXIiy ZHj GR
H[ SHEIIKDIQHZ{VHUYLFHV§ ZLO0jOHDGHIRIDJKHDOIK \HFRQR PLFJDQG{VHUYLFH{HQYLURQPHQJii

7KLVj GRFXPHQI Lvj RUJDQLTHG{ LQIR} VHFILRQVY GHVFULELQJ} VHUYLFH) DUFKLIHFIXUH) PHFKDQLYP Vi IKH
EDQGZLGIK{ DOORFDILRQ) DUFKLIHFIXUHij KRZ IKLV} DUFKLIHEIXUH) PLIKI LQIHURSHUDIH} ZLIKj 569 31LQISVHUY
ZRUNiDQGJILYHVUHFRP PHQGDILRQV{IRU/GHSOR\ PHQIi

&IT{%DFNJURXQG

7 KHj FXUUHQU LQIHUQHI GHOLYHUV] RQH] INSHj RIj VHUYLFHj EHVISHI IRUI} IRy DOOj WDI ILFij S5 QXPEHUj R
SURSRVDOV{KDYHJEHHQJ PDGH)FRQFHUQLOJ{IKH)DGGLILRQ{R IjHQKDQFHG{VHUYLFHVIIR{IKH], QUHUQHI} = HyIRFXV
RQJIZR{SDUILFXODUJPHIKRGV{RIJDGGLQI{DYGLITHUHQILDIHGIOHYHOJRIfVHUYLFHJIRY, 3ijHDFK{GHVLIQDIHGJE\jRQH
ELI> 1 /786§ 7 KHVHJVHUYLFHVJUHSUHVHQI DJUDGLFDO/GHSDUIXUH{ IURPYIKH] , QIHUQHIEV{IUDGLILRQDOjVHUYLFHIJEXI
WKH\{ DUH{ DOVR} DJUDGLFDOGHSDUIXUH} 1URPYIUDGLILRQDO)GTXDOLINJR 1§ VHUYLFHQ) DUFKLIHFIXUHVj ZKLFK{UHO\JRQ
FLUFXLIBEDVHG PRGHOVij %RIK{ IKHVHy SURSRVDOV} VHHN IRy GHILQHj Dy VLQJOHj FRP PRQj PHFKDQLVP{ IKDIjLV
XVHG{ ENj LQIHULRUJ QHIZRUNj URXIHUVAj SXVKLQJj PRVI RIj IKHj FRPSOH LIy DQGy VIDIH] R1y GLITHUHQILDIHG
VHUYLFHV{ IR IKHy QHIZRUN{ HGIHVI{ %RIK) XVHj EDQGZLGHK{ DV IKHj UHVRXUFH{ IKDI LWy EHLQJ UHT XHVIHG DQG
DUORFDIHGI) &IDUNDQG{ = URFODZVNL] GHILQHG) DQj GSSVVXUHGE] VHUYLFHJUKDI IROR Z Vj GH[ SHFIHG{ FDSDFLING
XVDJIH) SUR LOHVYIK DI DUHJVIDILVILFDOON] SURYLVLRQHG{ >&iy 7 KHJ DVVXUDQFHJIKDIIKH) XVHUR 1 VX FK{ DJVHUYLFH
UHFHLYHV{ LV§ KD VXFK{ IUDTILFj LV§ XQOLNHONJ IR} EHj GURSSHG] DV 0RQJ} DVY LI VIDNV{ ZLIKLQj IKH) H[ SHFIHG
FDSDFLINjSURILOHij 7 KHjH [DFIjPHDQLQJR IjXQULNHONGGHSHQGVJRQIKR Z§ ZHOOYSURYLVLRQHGHIKHjVHUYLFH{LVi
BQJBVWXUHGIVHUYLFHJIUDTILF{10R Z§PDN\JH [ FHHGLIVSURILOHAEXIIKHJH [ FHVV{IUDILFILVIQRIFILYHQIKHJVD PH
DVVXUDQFH OHYHOij -DFREVRQj GHILQHGY Dj G3UHPLXP@ij VHUYLFH] IKDIj LV SURYLVLRQHG§ DFFRUGLQJ} IR} SHDN
FDSDFLINj3URILOHVYIKDIDUHJVINLFIONQRIRYHUVX EVFULEHG{ DQGIKDIYLY} JLYHQILIVJRZ QjKLIKBSULRULING TXHXH
LQURXIHUV{>&§ij B 3UHPLXP{VHUYLFH{IUDI ILF§ 10R Z{LVjVKDSHG{DQG]KDUGSILPLIHG{IR} LIV SURYLVLRQHG{ SHDN
UDIHj DQGJ VKDSHG{ VRY IKDIj EXUVIV DUHj QRI LQVHFIHGY LQUR} WKHj QHIZRUNij 3UHPLX P VHUYLFHy SUHVHQIVY D
GYLUIXDOJ ZLUHAJ ZKHUH) Df 10RZV§ EXUVIVG PD\J TXHXH] DI WKHj VKDSHU{ DIy IKHj HGIHJ Ry WKHj QHIZRUNj EXY
WKHUHD IHHUJRQUNJLQj SURSRUILRQJIRJIKH{LQGHIUHH{R IyHDFKURXIHUi} ™ HVSLIHJHKHLUj PDQNjVLPLODULILHVfIKHVH
ZR{DSSURDFKHVJUHVXOHLQJI XQGDPHQIDIONGLI THUHQI{VHUYLFHVIf 7 KH{ IRUP HUjXVHVJEX T 1HUj P DQDIHPHQIIR
SURYLGH Dj GEHINHU HITRUIG VHUYLEHJ ZKLOH IIKHy ODINHUj FUHDIIHV{ Dy VHUYLFHj ZLIK§ OLOHJ HLIWHUJ DQG TXHXHLQJ
GHID\JDQGJQR{QHHG{IRUJTXHXH)PDQDIHP HQIRQJIKHj3UHPLX PySDFNHIVGITXHXHij

SO SVVXUHG] VHUYLFH) ZDV{LQIRGXFHG)LQj >68/ ENj &IDUNJDQG{ = URFODZVNLJIKRXJK{ ZHjKDYHy PDGH
VRPHj DOIHUDILRQV{ LQj LIV§ VSHFLILFDILRQ 1RU RXUj DUFKLIHFIXUHi ) XUIKHU{ UHILQHPHQIVY DQG§ DQj i ( [SHFIHG
&DSDFLING/IUDPHZRUNDUH}JILYHQILQ&IDUNJDQGH) DQI}>T 6ifj 7KLV IUDPHZRUNJLVIRFXVHGIRQJGSURYLGLQJ
GLITHUHQIjOHY HOVJ RIYEHVIBHI IRUIVHUYLFH{ DIILP HVYRIj QHIZ RUN§ FRQJIHVILRQGY EXI DOVR} PHQILRQVJIKDILIYLY
SRVVLEOHS IRy KDY Hj Dj VHSDUDIH{ URXIHUj TXHXHJ IRj LP SSHPHQj Dj GIXDUDQIHHGG) OHYHOj RIj DVWXUDQFHif§ = H
EHOLHYHj WKLV IUDPHZRUNj DQGJ RXUj 7ZRELIj DUFKLIHFIXUHj DUHj FRPSDILEOH] EXIj IKLVj QHHGV} IXUIKHY
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H[SORUDILRQi}y 5V§ SUHPLX P VHUYLFHj KDV} QRI§ EHHQJ GRFX PHQIHG) HVHZ KHUHij Z Hj GHVFULEH LI QH [ DQG
IRORZ KLV ZLIK{DYGHVFULSILRQIRIYIKH{IZ RAELIJDUFKLIHFIXUHi{

&i8j3UHPLX PJVHUYLFH

,Qj >86 Dy 3UHPLX P VHUYLFHj ZDVj SUHVHQIHGYIKDI LV IXQGDPHQIDION] GLI THUHQI IURPJIKH] , QIHUQHIGV
FXUUHQIJERVIYHI IRUIVHUYLFHij 7 KLV§VHUYLFH{LVJQRI P HDQIIRJUHSODFHYEHVISHI IRUEXISULP DULONJIR}P HHISDQ
HPHUJLQJj GHPDQGY IRUf Dj FRP PHUFLDOj VHUYLFH) WKDI FDQJ VKDUH IKHj QHIZRUN§ ZLIK§ EHVI HI IRU IUDIILF7
7KLVjLVjGHVLUDEOHJHFRQRPLFDIONi{VLQFHJIKH{VDP Hj QHIZ RUNJFDQJEH) XVHGY IRU/ERIKINLQGVRIIUDILFi, LV
H[SHFIHG] IKDIj 3UHPLXP WDIILFj ZRX0Gj EHj DORFDIHG{ Dy VPDUj SHUFHQIDJH] RIj IKHJ IRDOj QHIZRUN
FDSDFLINGJ EXIIKDIjLIj ZRX0G§ EHj SULFHG] P XFKYKLIKHUi 2QH) XVHJRIjVXFKj DJVHUYLFHj PLIKIj EH{IR} FUHDIH
GYLUIX DO OHDVHGY OLQHVEIif VDYLQJ{ HKH{ FRVIY R Ij EXLOGLQJ} DQGJ PDLQIDLQLQJJDf VHSDUDIH] QHIZRUNi} SUHPLXP
VHUYLFHijQRIX QULNH)D{VIDQGDUGHIHIHSKRQH{OLQHI{LVIDJFDSDFLINg ZKLFKIKHIFXWIRPHUJH [ SHEWJIREH{IKHUH
Z KHQJIKHJUHFHLYHULV} OLIIHGH) DOIKRX JK{ LIy P\ GHSHQGLQJY RQIKHj KRXVHKROGH EH{LGOH) D JRRGJGHDORI
WKH{ILPHijy3URYLVLRQLQJJ3UHPLX P{IUDI ILF{LQJIKLVf ZDN\jUHGXFHV{IKHJFDSDFLINGR IIKHJEHVIJHIRUILQIHUQHI
E\J IKHj DPRXQIj R1j 3UHPLXP{ DORFDIHGI LQj IKHj ZRUVIj FDVHij IKXVj Lij ZRX0G) KDYH IR} EHj SULFHG
DFFRUGLQJONj 20§ IKHj RIKHU} KDQGHj Z KHQHYHU{ IKDIy FDSDFLING LV QRIj EHLQJ) XVHGS LILV{ DYDLODEOH] IRy EHVA
HITRUI WUDTILFij ,Qj FRQIUDVI IRy QRUPDOj EHVIj HIIRUIj WDIILFj ZKLFK{ LVj EXUWING DQGJ UHTXLUHVj TXHXH
PDQDIHPHQIfIIRJGHDOj IDLUON| ZLIKJFRQIHVILY HJHSLVRGHVAIKLY} BUHPLX PJVHUYLFHJE\JGHVLIQFUHDIHV) YHU\
UHIXODU{IUDILF§SDIHUQV{DQG{VIP DOOJRUJQRQH [LVHQITXHXHVI

3UHPLXPY VHUYLFHj OHYHOV§ DUHJ VSHFLILHG] DV{ Dj GHVLUHG} SHDNj ELVSUDIHj IRUj Dy VSHFLILF} 10RZ; 6RU
DJJUHIDILRQJ RI{ I0RZV§ij 7KHj XVHUj FRQIUDFI ZLIKj WKHj QHIZRUNJ LV QRI IRj H[ FHHG{ WKHj SHDNj UDIHiy 7KH
QHIZRUN§FRQIUDFILV{IKDIIKHjFRQIUDFIHGEDQG ZLGIKy Z LI EHjDYDLODEOH) ZKHQJIUDILF{LV{VHQIT) ) LUWIBKRS
URXIHUV) GRUJ RIKHU{ HGIH] GHYLFHVG] 1LOIHUJ HKHj SDFNHING HQIHULQJ} WKHj QHIZRUN VHI IKHy SUHPLX Py ELIjRI
WKRVHJ IKDIij PDIIFK{ Dj 3UHPLXP§ VHUYLFHj VSHFLILFDILRQi} DQGJ SHUIRUP{ IUDIILF§ VKDSLQJj RQJ IKH] 10R Z{ IKDII
VP RRIKV D00j IUDTILF§ EXUVIVY EHIRUHJ IKHN{ HQIHUJ IKHy QHIZRUN} 7KLVj DSSURDFK} UHTXLUHV} QRY FKDQJHV{ LQ
KRVIV{S{FRP SOLDQIjURXIHU{DORQIJIKH)SDIKIQHHGVIZ ROHY HOVJR 1 SULRULINGTXHXHLQJFVHQGLQJI{DOOSDFNHIV
ZUIK{HKHj 3UHPLX P ELIVHIj 1LUVIT 96HVIBHI IRV IUDTILFYLV§ XQP DUNHG{ DQG§ TXHXHG{ DQG{ VHQI DI IKHjORZHU
SULRULINj 7KLV§ UHVXOIVY LQJ HZRj GYLUFXDOJ QHIZRUNVEZ) RQHj Z KLFKy LVj LGHQILFDOJ IR} IRGDNGVY , QIHUQHIj ZLIK
EXIIHUV§ GHVLIQHGY IR} DEVRUE IUDIILF§ EXUVIVA) DQG{ RQHj ZKHUH] IUDIILFy LVj OLPLIHG] DQGJ VKDSHG IRy D
FRQIUDFIHG{ SHDNGUDIH{ EXIij SDFNHIVY PRYH] IKURXJKS Dy QHIZRUN§ RIj TXHXHV) ZKHUH] IKH\J H[SHULHQFH
DOPRVIJQR{TXHXHLQJJGHDN

, QJIKLVYDUFKLIHFIXUHi} IRUZ DUGLQJ} SDIKJ GHFLVLRQV{ DUHj P DGHJVHSDUDIHONDQG{ PRUHJVLP SONIKDQJIKH
VHINLQJ} XS RIY IIKHy VHUYLFHj DIUHHPHQIVY DQGy IUDIILFY SURILOHVj = LIK{ IKHj H[FHSILRQY RIj SRILFLQJ} DQG
VKDSLQJy DIy DGPLQLVIUDILYHy RUJ GIUXVIIG} ERXQGDULHVA HKHj RQO\j DFILRQU{ WKDI QHHG{ IR} EHj KDQGOHGLQJ IKH
IRUZDUGLQJ{ SDIK{DUHJIRYFODVVLIN{DJSDFNHIJLQIRRQH{RIIZRI TXHXHV{RQ{DjVLQIOHJELIYDQGIR}VHUYLFHJIKH
WZRJTXHXHVyXVLQIJVLP SOHj SULRULIN T 6KDSLQIY P XVILQFOX GH{ ERIK{UDIH}DQGJEXUVIy SDUD P HIHUVAJIKH{ODIHY
LVj H[SHFIHG{ IR} EHy VP DO LQJ KH{ RQHy RUj iZRj SDFNHIj UDQIHij 3ROLFLQJY DIy ERXQGDULHV} HQIRUFHV{ UDIH
FRPSILDQFHij DQG{ PD\{ EHj LPSIHPHQIHG{ E\{ Dj VLPSOHj IRNHQj EXFNHIij 7KHj DGPLWLRQ) DQG) VHIBXS
SURFHGXUHV{ DUHJ H[SHFIHG{ IRy HYROYHij LQJILP Hij iR} EHj G\QDPLFDOONJ FRQILIXUDEOH] DQG§ IDLUONj FRPSOH[
ZKLOH{IKHjPHFKDQLYPVILQJIKH/1RUZDUGLQIJSDIK{UHPDLQ{VLP SOHi

$j 3UHPLXP VHUYLFH) EXLOI RQj WKLV§ DUFKLIHFIXUHj FDQJ EHj GHSORNHG LQj D XVHIX0j ZD\J RQFH] IKH
IRUZDUGLQJ] SDIKj PHFKDQLVPV{ DUH LQj SIDFHj E\{ PDNLQJJ VIDILF§ DIORFDILRQVif 7UDIILF{ 10RZVj FDQJ EH
GHVLIQDIHG I RU{VSHFLDOIUHDIP HQIFIKURX JKJQHIZ RUNJPDQDIHPHQIFFRQILIXUDILRQi| 7UDHLFJI0RZV{VKRX0G
EHj GHVLJIQDIHG) ENJ IKHj VRXUFH{ IKHj GHVILQDILRQ# RUy DQ\ FRPELQDILRQJ RI{ ILHOGVLQJIKHj SDFNHIy KHDGHUI
YLUVIBKRS] GRUJ OHD18§ URXIHUVY ZL00j ILOWHUJ 10RZV{ RQJ DAOj RUj SDUI RIY IKHj KHDGHUJ XSO0 FRQULVILQJ} RIJIKH
VRXUFH}, 3jDGGUHVVEGHVILQDILRQY, 3{DGGUHVVA SURIRFROJLGHQILILHURVR XUFHj SRUIQX P EHUjDQGIGHVILQDILRQ
SRUIQX P EHUij%DVHG{ RQ{IKLVFODVWLILFDILRQ Dy ILIVIBKRSJURXIHUj SHUIRUP V{IUDI ILF§VKDSLQJJDQG{VHIVYIKH
GHVLIQDIHG] 3UHPLXP§ ELIj RIy IKHj SUHFHGHQFH] 1LHOGT) (QGBKRVIVY DUHj WKXV§ QRIj UHTXLUHGY IRy EH
0GLI IHUHQILDIHG VHUYLFHV} DZDUHGI IKRXJK{ LIy DQG§ ZKHQj HQGAVAVIHPV) EHFRPHj XQLYHUVDOON] 0DZDUHi
IKH\j PLIKISGRIIKHLU/R Z QjVKDSLQJIJDQG{ILUVIBKR S{URXIHUVjP HUHONSROLFH
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BGKHUHQHJIRJIKHJVXEVFULEHGUDIHJDQGJEXUVIVL] Hj P XVIJEH{HQIRUFHGIDIIKHJHQIUNJIRJIKH) QHIZ RUNA
HLIKHUJE\JIKH HQGBVAVIHPYRUJ ENIKHJ ILUVIBKRS{URXIHUi = LIKLQDQJLQIDQHIRDGPLQLVIUDILYHjGR PDLQijRU
GHUXVIJUHILRQA{ HKHj SDFNHIV{ FDQJIKHQJ EHj FODVVLILHG) DQG VHUYLFHG{ VROHONyRQJIKH) 3UHPLX P ELIj = KHUH
SDFNHIVJ FURVV{ Dy ERXQGDUN IKHy SROLFLQJ IXQFILRQJ LVj FULILFDOij 7 KHj HQIHUHG] UHJILRQY ZL00j FKHFN IKH
SULRULIL]HG{ SDFNHI 1R Z IRUj FRQIRUPDQFH] IR} DJ UDIH{ IKH{ 1 ZRj UHILRQU§ KDYH DIUHHG) XSRQFj GLVFDUGLQJ
SDFNHIVHKDIH [ FHHGHKH{ UDIHT i I LVJIKXVYLQJIKHJ EHVILQIHUHVIVG R 1§ DUHILRQJIRHQVXUHFRQIRUP DQFH{IR
WKH{DIUHHGAX SRQ{UDIHJDIIKH{HIUHVV§ 7KLV§UHT XLUHPHQI PHDQU{IKDIy3UHP LX PYIUDH ILF{LVEXUVIBIUHH{DQGS
IR IHIKHUj ZLIK{HKHj QRYRY HWXEVFULSHLRQ{UXOHi{OHDGV{ GLUHFIONJIR{HKHREVHUY DILRQJIK DIy SUHPLX P TXHXHV
FDQJHDVLONJEH{VLTHG{HIRYSUHYHQIIKHIQHHG{IRJGURS]SDFNHIVDQGHIKXV{IKHQHHG{ IRU{DJTXHXH P DQDIHPHQI
SROLFNi{SBIjHDFKJURXVHUIKH{ODUIHVITTXHX HJVL] HILV§UHODIHGHIRJIKH{LQAGHIUHHIR IjRIKHUJUR XIHUV{DQG{LVYIK XV
TXLIHJVP DORQ{IKHRUGHURIIHQJSDFNHIV

3UHPLXP{EDQGZLGIK{ DIRFDILRQVY PXVIQRIJEH]RYHUVXEVFULEHG DV§IKH\{UHSUHVHQI Dy FRP PLIPHQI
E\JIKH/QHIZRUN DQG{VKRX0G)EHj SULFHGJDFFRUGLQJION 2L RIH{IKDIi{LQJIKLV{ DUFKLIHFIXUHi SUHP LX P{IUDI ILF
ZL00JDOVR}H [ SHULHQFHJFRQVLGHUDEONJOHVV{GHOD\§'Y DULDILRQ{HKDQJHLIKHUJEHVIHI IRUIIUDI ILFRUJIKH) SSVVXUHG
GDIDJIUDIILF{R1j>&i 3UHPLX PJUDIHV] PLIKIEHFRQILIXUHG)RQDJVXEVFULSILRQJEDVLVILQJIKHjQHDUIHUP{RU
RQIGHPDQGJZKHQJG\QDPLFVHIBXS{RUHVLIQDOLQIJLV{DYDLODEOHi|

YLIXUH T {VKRZ V§KRZ{Dj UHPLX P SDFNHIj 10R ZJLVj HVIDEOLVKHG ZLIKLQJ Dy SDUILFXODUJDG PLQLVIUDILYH
GRPDLQij&R P SDQ\|BijDQGVHQIjDFURVV{IKHDFFHVVIOLONJIRI&RP SDQN\jS$ilj , 6 i BVWX PH{IKDIIKHIKRVIV
ILUVIBKRSJURXIHUJKDVJEHHQJFRQILIXUHGHIR} P DIFK{DJI0RZ{ IUR PYIKHJKRVIV{, 3jDGGUHVV{IRIDIGHVILQDILRQY, 3
DGGUHVVIKDILVjUHDFKHGIKURXJKy, 631 3UHPLX P IR Z{LVJFRQILIXUHG{ IR PYDJKRVIy ZLIK{DUDIHj ZKLFK
LVj ERIKy VPDOOHUJ IKDQY IKHj IRIDOj BUHPLX P DIORFDILRQ) &RP'SDQ\J $§ KDV{ IURPY IIKHj , 63 Uj EXIHV{ SHU
VHFRQGH{DQGVIP DOOHUJIKDQIKHjDP RXQIRIIIKDIj DIORFDILRQ) Z KLFK{KDVf EHHQJDVVLIQHGIRJRIKHUKRVIVILQ
&RPSDQ\{ i 3DFNHIV{DUHjQRIj P DUNHGJLQJDQ\JVSHFLDOj ZD\J ZKHQJIKH\{OHDYHjIKHJ KRV 7KHj ILIVIBKRS
URXIIHUJ FOHDUV{IKHy 3UHPLX P ELIYRQj Da0j DULLYLQJ SDFNHIV{ VHIV{IKHj SUHPLX P§ ELIyRQy DIy SOFNHIVYLQJIKH
GHVLIQDIHG{ 10RZj VKDSHV{ SOFNHIV{LQJIKHj UHPLX Py 10R ZIRyDj FRQILIXUHG{UDIH{ DQGJ EXUMIjVL] Hij TXHXHV
EHVIBHIIRUI XQP DUNHG} SDFNHIV{LQJIKH{0RZ{ SULRULIN TXHXHJDQG VKDSHG{ SUHPLX Py SDENHIVILQJIKH{KLIK
SULRULIN TXHXHij DQG{VHQGV] SDFNHIVY IURPJIKRVH{IZ R TXHXHV{ DIijVLP SOHj SULRULING , QIHUPHGLDIHj URXIHUV
LQIHUQDOJIR} &RPSDQ\J B HQTXHXHj SDFNHIVILQJ RQHJRIFIZR{RXISXIj TXHXHVY EDVHG] RQJIKH) 3UHPLX PyELI
DQGY VHUYLFHj UKHj TXHXHV§ ZLIKj VLPSOHj SULRULINij %RUGHUj URXIHUVj SHUIRUPY TXUIHj GLITHUHQI DNV
GHSHQGLQJ RQy Z KHIKHUJIKH\J DUHj SURFHVVLQJy DQJHIUHVV{ 10RZ RUJ DQJLQIUHVV{ 10RZ;ij SQy HIUHVV) ERUGHU
URXIHUJ PD\j SHUIRUP§ VRPHj UHVKDSLQJj RQy IKHj DIJUHIDIH 3UHPLXPy IUDIILF{ IRy FRQIRUPY IR UDIH Ui
GHSHQGLQJ) RQY IKHj QXPEHUj RIj 3UHPLXP{ 10RZV) DIIUHIDIHG} , QIUHVV} ERUGHU URXIHUV) RQONJ QHHG IR
SHUIRUPDJVLP SOHj SROLFLQJJIXQFILRQ{IKDIyFDQJEH]LP SIHP HQIHG) Z LIK{D{IRNHQJEXFNHIi , QfIKHjH [DP SOHi
WKH{ , 63f DFFHSIV DO0j SUHPLXP§ SDENHIV} IURPY 5§ DV 0RQJY DVJ IKH{ 10RZ§ GRHVY QRIY HFHHG Uj ENIHV} SHU
VHFRQGi

i SQIDUHUQDILYHIVDIHINJLVIRIGRZ QIUDGHIKH)SULRULINJR IJQRQBFR P SOLDQISSDFNHIV| 7 KLVJKDVIKHHI THFIRIY
XQGHUPLQLQIJIKHJGLVLQFHQILYHVJIRUUHPLX PJI0RZVHIRMID\{ZLIKLQJSURILOHi{FDXVLQIJRXIGRIBRUGHU/SDFNHI
GHOLYHUNFDQGHDGV{IR}SHUIRUPDQFH{D PELIXUINIKX IKLV{VIUDIHINJLVQRIGFR P SDILEOH] ZLIK{IKLV{VHUYLFHi
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Company A

Packets in
premium flows
have bit set Internal

Router
TN

Premium packet
flow restricted to
R bytes/sec.

First-Hop
Router

Border
Router

Unmarked
packet flow

&iéj7 ZROELIGLITHUHQWLDWHGYVHUYLFHVJDUFKLWHFXUH

&UDUNGV} DQG-DFREVRQEV{SURSRVDOV DUHj P DUNHGON{ VLPLODUJLQ{IKHJORFDILRQ{DQGJINSHJRI{ IXQFILRQDO
EORFNV{IKDIj DUHj QHHGHG{IR{LP SIHP HQIIKHPij ) XUIKHUP RUHIKHN{ LP SOHPHQI TXLIH) GLITHUHQI VHUYLFHY
ZKLFK{ DUHj QRIj LOFR P SDILEOH] LQ Dj QHIZRUNij 7KHj 3UHPLXP§ VHUYLFHj LP SOHPHQIV} Dy JXDUDQIHHG{ SHON
EDQGZLGIK{VHUYLFH) ZLIKJQHIOLILEOH) TXHXHLQJJGHOD\JHKDIjFDQQRIGVIDUYHJEHVIjHI IRUKIUDI ILF§DQGFDQJEH
DUORFDIHGLQDYIDLUONjVIUDLIKIRUZDUGH IDVKLRQij 7 KLVjVHUYLFHj ZRX0G)VHHP{IRJKDYHj DjVIURQJDSSHDO} IRU
FRP PHUFLD0j DSSOLFDILRQVE) YLGHR{ EURDGFDVIV) YRLFHIRYHUS, 3ij DQG{ 93 LVij 2Qy IKHj RIKHUj KDQG KLV
VHUYLFH/ P D\jSURYHJERIK{IRR{UHVIULFILY HjGLQ{LIVJKDUGHOLPLIVB{DQG{R YHUGHVLIQHG)GQR{RYHUDORFDILR QG IR
VRPHj DSSOLFDILRQVj 7KHj SVVXUHG) VHUYLFHj LPSOHPHQIVj Dj VHUYLFHj WKDIj KDV{ IKHj VDPHj GHOD\
FKDUDFIHULVILFV§ DVj X QGURSSHGG) EHVI HIIRUI SDFNHIVG DQG{ IKH ILUPQHVVY Ry LiV§ JXDUDQIHH] GHSHQGVYRQ
KRZJ ZH00j LQGLYLGXDO] (LQNVY DUHj SURYLVLRQHGY IRUJ EXUVIVY R1y SSVWXUHG) SDENHIVi§ 20§ IKHj RIKHUy KDQGii LI
SHUPLIV IUDIILF} 10RZV§ IR} XVHj DQ\j DGGLILRQDOj DYDLODEQH) FDSDFLING ZLIKRXIj SHQDOMN] DQG§ RFFDVLRQDO
GURSSHG{SDFNHIV{I RUVKRUIJFRQIHVILYHjSHULRGV}PD\JEH{DFFHSIDEOH{IRJPDQ\|XVHUVij 7 KLV{VHUYLFHjPLIKI
EHj ZKDI DQj ,63) ZRX0G) SURYLGH] IR} LQGLYLGXDO) FXVIRPHUVY ZKRj DUHj ZLOLQJ IRy SD\{ Dj ELIj PRUH IRU
LQIHUQH VHUYLFH IKDIy VHHPVj XQDITHFIHG) E\j FRQJIHVILYHj SHULRGVij %RIK{ VHUYLFHV{ DUH RQO\{ DVj JRRG{ DV
WKHLUj DGPLVVLRQj FRQIUR0) VFKHP HVA GHVLIQ) R1y ZKLFK{ FDQJ EHy PRUHJ GLIILFX0I IRUJ IUDIILFY ZKLFK{ LV QR
SHDNEUDIH{DUORFDIHG

7KHUHj PD\J EHj VRPHj DGGLILRQDOj EHQHILIV{ RIj GHSORNLQJ} ERIK{ VHUYLFHVij 7Ry IKHj H[IHQH UKD
3UHPLXPY VHUYLFHj LVj Dj FRQVHUYDILYHj DIORFDILRQY R1y UHVRXUFHVij XQXVHG{ EDQGZLGHK{ IKDIj KDG{ EHHQ
DURFDIHGY IR 3UHPLXP§ PLIKIj SURYLGH] VRPHj GKHDGURRP S 1RUf XQGHUDORFDIHG] RUj EXUVIj SHULRGV{ RI
SVWXUHGHIUDIILF{RUJ IRUJEHVIH1TRUIj LHIZRUN] HOHP HOIVJIKDIYGHSOR \JERIK{VHUYLFHV) ZLOOJEHj SHUIRUPLQJ
5 ™ § TXHXHj PDQDJIHPHQIj RQJ DIy QRQ3SUHPLX P IUDIILFFj DVj VXIIHVIHG] LQJ >66i DQG) IKHj HITHFIV{ RI
PLLLQJJ IKHj 3UHPLXP§ VIUHDPV§ ZLIKj EHVI HITIRUI) PLIKI VHUYH] IRj UHGXFH) EXUVILQHVV{ LQf IKHj ODIHUij $
VIUHQJIKR I HKH) SSVVXUHG{VHUYLFH{LV{ K DILI DOORZ VY EXUVIVG IR} KDSSHQJLQJIKHLUJ QDIXUDO IDVKLRQIEXIFIKLY
DOVR{ PDNHV{ IKHj SURYLVLRQLQJi} DG PLWLRQj FRQIUR0DQGJ DIRFDILRQ) SURECHP§ PRUHj GLIILFX0Ij VRj LIy PD\
IDNHj PRUH{ ILPHj DQG{ H [SHULPHQIDILRQj EHIRUH IKLV} DG PLVWLRQJ SROLF\{ IRUJHKLV§ VHUYLFHJLVj FRP SOHIHO\
GHILQHGIj S 3UHPLX P{VHUYLFHjFRX0G{ EH/GHSOR \HG{IKDIjHP SOR\V{ VIDILFjDIORFDILRQVJRQJSHDONJUDIHV) ZLIK
QR{VIDILVILFDOVKDULQJ

SV{IKHUH{DSSHDUJIRJEH] DJQX P EHUJRIYDGYDQIDIHV{IR| DQYDUFKLIHFIXUHJHKDISHUP LIVGIKHVH{ I ZR{INSHY
RIjVHUY LFH{DQGJEHFDXVH{DV{Z HjVK DOOVHHIKHN\{FDQJEH) P DGHJIR{VKDUHP DQ\{RIfIKH{VDP HjPHFKDQLYP Vi
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ZHj SURSRVHJ GHVLIQDILQJ] IZRy ELIGSDIHUQVY 1IURPY IIKHj , 3§ KHDGHUJ SUHFHGHQFH] ILHOGi) = Hj OHDYH] UIKH
H[SOLFLI GHVLIQDILRQY RIJ WKHVH] ELIBSDIIHUQV IR§ WKHj VIDQGDUGVY SURFHVY IKXV ZHj XVHj WKHj VKRUIKDQG
QRIDILRQ{RIJGHQRILQJJHDFKYSDINHUQJE\|DJELIFRQH) Z HjZLOOjFDIOfIKHSUHPLX PYRUJSBELIRIKHRIKHUj Z HjFDO)
WKHJDVVXUDQFHJRUJSBAELNT{, IfLV§SRVVLEOH]I RUJDJQHIZ RUNJIR{LP SIHP HQIYRQUNJRQHJR IYIKHVHJVHUYLFHV{DQGHIR
KDYHj QHIZRUNj HOHP HQIV IK DIy RQUN ORRN DI K Hj RQHj DS SOLFDEQH{ ELIRJ X ZHj IRFXVj RQJIKH{IZR{VHUYLFH
DUFKLIHEIXUHij ) XUIKHURj ZHy DVVX PHj IKHj FDVHj ZKHUHj QRy FKDQJHVY DUHj PDGH) LQJIIKHj KRVIVij DSSURSULDIH
SDFNHIj PDUNLQJ{ D00j EHLQJj GRQHJ LOJIKH] QHIZRUNiy DIy WKHJ 1LUVIBKRSHy RUFOHDIj URXIHU = Hj GHVFULEHJIKH
IRUZDUGLQJ{ SDIKJDUFKLIHFIXUHJLQJHKLV§VHFILRQiDVX PLQJ{IKDIfIKH}VHUY LFHy KDV EHHQJ DOORFDIHGHIKURXJK
PHFKDQLVPVjZHjZLOGLVFXVWILQ{VHFILRQyéi

,0j Dj PRUHj JHQHUDOj VHQVHij 3UHPLX P VHUYLFHf GHQRIHVY SDFNHIV{ WKDI DUH{ HQTXHXHG DI D KLIKHU
SULRULINIKDQJIKH} RUGLQDUN{ EHVIBHIIRUI TXHXHij 6LPLODUONA SVWXUHG) VHUYLEH) GHQRIHV) SDENHIV] K DIy DUH
WUHDIHGy SUHIHUHQILDOON ZLHK§ UHVSHFI IR§IKHj GURSSLQJj SUREDELOLING ZLIKLQJIKH} GQRUPDOG) TXHXHij 7KHUH
DUH{Dj QX PEHUJRIj ZD\V{IR} DGG§ PRUHJVHUYLFHjOHYHOV] ZLIKLQ HDFK{ RIJIKHVH)VHUYLFH{INSHV{ >egi EXIIKLY
GRFXPHQIJIDNHVJIKHJSRVLILRQIRINVSHFLINLQIJIKHJEDVHAHYHOVHUYLFHVIR 1j3UHPLX P{DQG{SWXUHGI

7KHj IRUZDUGLQJy SDIKj PHFKDQLVPV§ FDQj EHj EURNHQ) GRZQj LQIIRY IKRVH WKDIif KDSSHQ DIfj IKHy LOSXI
LQIHUIDFHj EHIRUHj SDFNHIj IRUZDUGLQJij DQG IKRVHJ HKDI KDSSHQ) DI IKHj RXISXI LQIHUIDFHi DITHUj SDFNHI
IRUZDUGLQJj , QIHUPHGLDIH} URXIHUVY RQONJ QHHGY IRj LP SSHP HQIKHj SRVIj SDFNHIj IRUZDUGLQJ} IXQFILRQVi
ZKLOHjOHDI{ DQGJERUGHU{URXIHUVY P XV SHUIRUP{ IXQFILRQVYRQJDUULYLQJ) SDFNHIV] EHIRUH{ IRUZDUGLQJif = H
GHVFULEH{ IKHj PHFKDQLVPV{ KLV ZD\{ 1RUj LOOXVIUDILRQ4 RIKHUj ZD\Vy Rly FRP SRVLQJ{ IKHLUJ IXQFILRQV) DUH
SRVVLEOHT

/HDIjURXIHUV) DUH{ FRQILIXUHGY ZLIKy Dj IUDIILFj SURILOH] IRUj D SDUILFXODUJ 10RZ{ EDVHGY RQ{ LIVG SDFNHI
KHDGHUi) 7KLV§ 1 XQFILRQDILINKDVYEHHQJGHILQHGIENIKH)5693f = RUNLQJj*URXSILQJ5 ) &f&& T&ij JLIXUHjE
VKRZ\V{ZKDIJKDSSHQVHIR{DSDFNHIFIKDIJDUULY HVDIIKHJOHDIjURXIHUTEHI RUHJLIGLV{SDWHGHIR{IKH{IRUZDUGLQJ
HQILQHifB00JDULLYLQJIJSDFNHIVG P XVIKDY HERIK{IKH/SSSELIDQGHIKH)3BELIJFOHDUHG{DIIHU) Z KLFKJSDFNHIV{DUH
FODVWLILHG{RQ{UKHLUJKHDGHUI} , fIKHj KHDGHUj GRHV{ QR PDIFK{DQ\j FRQILIXUHG) YDOXHV{LILVjLP PHGLDIHON
IRUZDUGHG} ODIFKHG{ I0RZV§ SDVV{ IKURX.JK{ LQGLYLGXD0y O DUNHUV{ IKDIy KDYH) EHHQJ FRQILIXUHG{ IUR P IKH
XVDJIH) SURILOHJ IRUj UKDIj 10RZA) VHUYLFHy FODVV} 53UHPLXPy RUj SVWXUHGG UDIHj GSHDNj IRUj 3UHPLX P
OH [SHFIHGQ{ IRUjSVVXUHGOHDQG)SHUPLWLESHEXUVIfVL] Hj6PD\JEHJRSILRQDY IRUBUHPLX P 6ij SVVXUHG]I0RZ
SDENHIVY HPHUJH] IURPY IKHj ODUNHUj ZLIK{ IKHLUj SSELIVG VHIy ZKHQJ IKHJ 10RZ LVjLQj FRQIRUPDQFH IRy LIV
URILOHAEXIfIKH] I0RZ{LVRIKHUZLVHXQFKDQJIHG{ ) RUDj 3UHPLXP{ 10RZiifIKHj O DUNHUj ZLOOjKROG] SDFNHIV
Z KHQJ QHFHVWDUN{ IR} HQIRUFH{ IKHLUJ FRQILIXUHGY UDIHi 7KXVj 3UHPLXP{ 10RZ{ SDFNHIV HPHUJH] IRPyIKH
ODUNHUj LQj D VKDSHG{ 10RZ{ ZLIK{ IKHLUj SSELIV] VHIy 8, 1§ LV SRVVLECH] IRUj SUHPLX Py 10RZ SDFNHIV IRy EH
GURSSHG{LQULGH{R fIIKHj O DUNHUJDV{ ZHjGHVFULEH] EHOR Z 6§ 3DFNHIV{DUHj SDVVHGIRIKH{ IRUZDUGLQJIJHQILQH
Z KHQJIKH\HPHUJH IUR PO DUNHUVij3DFNHIV{IKDI KDY H HLIKHUHKHLUj 3§ RUF S ELIVGVHIj ZH) ZLOOjUH IHUfIR{DV
ODUNHG{SDFNHIV{

) LIXUHJ&Tj%0RFNJGLDIUD PYRIJOHD IJURXIHUJLQS XU XQFHLRQDILIN

Arriving XlgaFr) . Packet

packet bits Classifier Best Effort Engine

_ | Forwarding

) LIXUHj&VKRZ V{IKH]LQQHU) ZRUNLQJIVYRIfIKHj O DUNHUif ) RUJERIK{SVVXUHGIDQG{ 3UHPLX P SDFNHIViD
WRNHQJ EXFNHIj G 1LOOVOJ DIHKH] 10RZ UDIHJHK DIy Z DV VSHFLILHG{LQJHKH) XVDIH) SUR ILOH} ) RUj SVVXUHG{ VHUYLFHi
WKH{ IRNHQJ EXFNHI GHSIKJLV{ VI E\JIKH) 3URILOHOV) EXUVI VLT Hi ) RUj BUHPLX P VHUY LFHijIKH{UIRNHQJ EXFNHI
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GHSIKy P XVI EHjOLPLIHGHIR{IKHJHT XLYDOHQIRIJRQUN RQH{RUJIZR} SDFNHIVjG = HjVXJJHVIDjGHSIK]RIJRQH
SDFNHIfLQJHDUONjGHSOR\ PHQIVIGj = KHQJDJIRNHQILV} SUHVHQISVVXUHG 10RZ§ SDFNHIVGKDY HyIKHLUj SSELIjVH
IRYRQHRIKHUZLVHJIIKHj SDFNHILV)SDVVHGHIR{IKH{ IRUZDUGLQIHQILQHI) RUySUHPLX PEFRQILIXUHG O DUNHU
DUULYLQJ§ SDFNHIV{ IKDIy VHHy Dy IRNHQJ SUHVHQI KDY H WKHLUj SSELIV VHI DQG{ DUHJ IRUZ DUGHG EXIj ZKHQj QR
WRNHQJLV§ SUHVHQIj 3UHPLXP§ 10RZj SDFNHIV{ DUHj KHOG{ XQILO DYIRNHQ{ DULYHVIY , 1§Dy SUHPLXPJ 1R ZJ EXUVIV
HQRXJKJIRJRYHUIORZ{IKHJKROGLQJJ TXHXHijLIVj SOFNHIV) ZL00y EHj GURSSHGi) 7KRXJK{HKH) I0RZ{ VHIj XS{GDID
FDQJEH|XVHGJIR{FRQILIXUHJDVL] HiOL P LIJIRUIKHJKROGLQIJTXHXHJBIKLV§ZRXOGJEH{IKHj P HDQLQJJR yDJGEXUVI
LQj UHPLX P VHUYLFHGi LI LVj QRIj QHFHVWDUNi) 8QFRQILIXUHG] KRIGLQJ} TXHXHV) VKRXOG{ EHj FDSDECH] R
KROGLQJ{ DI 0HDVI iZ Ry EDQG ZLGIK3GHID\J SURGXFIVi DGHT XDIH] IRUj 783§ FRQQHFILRQVIj S5 VP DOOHU) YDOXH
PLIKIEHXVHGHIRIVXLIYGHID\JUHT XLUHP HQIV{R I{D{VSHFLILF{DSSOLFDILRQ

Packet
Input

Packet
Output

Packet
Input

Packet
Output

, Qj SUDFILFHiIKHJIRNHQJEXFNHIjVKRXOGJEH{LP SIHP HQIHG{LQJ ENIHV{DQGDJIRNHQJLVJFRQVLGHUHG{IREH
SUHVHQI LI UKHj QX PEHUj R1j ENIHV LQJ WKH{ EXFNHIj LV HTXDOJ RU 0DUIHUJ IR§ WKHj VL]Hj R1y IKHj SDFNHIj YRU
3UHPLXPjIKHJEXFNHIJFDQJRQONJEH]DIIR Z HGIRI ILOOJIRJIKH{ P D [LP X PSDFNHIjVL] Haj Z KLOHjSSVVXUHG] PD\
1L00J R} K Hj FRQILIXUHG§ EXUVI SDUDP HIHUi 3UHPLX Py IUDIILFj LV} KHOGY XQILOj DJ VX ILFLHQI ENIHj FUHGLI KDV
DFFX P XODIHG{ DQGJIKLV}KROGLQIJ EX1IHUj SURYLGHV{ IKHjRQUNJ UHDOj TXHXHJIKH] 10RZ VHHV{LQJ IKHj QHIZRUN
Y RUBVVXUHGHIUD 1L Z HIXVIIHVITLIFIKHJE \IHVILQJIKHJEXFNHIFDUHJVX ILFLHQH I RUJIKH/SDFNHIGVLTHIDQG)VHI
SILIjVRIf, IJQRIIKHRQINJGLI THUHQFH{LVJIKDISB{LV/ QRIVHITTSVVXUHGHIUDHILFJ JRHVILQIRIDJ TXHXH/ IRNORZLQJ
HKLV§VIHS/DQGYSRIHQILDONjVHHV{DTXHXH{DIjHY HU\JKRS{DORQIJLIVGSDIK

(DFKJRXISXILQIHUIDFHJRIYDJURXIHU) P XVIjKDYHJIZ Ry TXHXHVIDQG) P XVILP SCHP HQI DJIHVIY RQIKHj 33
LI IRy VHOHFIy Dj SDFNHIGV) RXISXIj TXHXHij 7KHj IZRj TXHXHV] PXVIj EHj VHUYLFHG{ E\j VLP'SOHj SULRULIN
3UHPLXP{ SDFNHIV] 1LUVIij (DFK{ RXISXIj LQIHUIDFH) PXVIij LP SSHPHQIj IKHj 5 ( = SEDVHG{ 5, 2§ PHFKDQLYP
GHVFULEHGLQ>&BjRQJIKHIORZHUJSULRULING TXHXH{'5 , 2y XVHVJIZRIKUHVKROGVIRU ZKHQJIRJEHJILQJGURSSLQJ
SDFNHIV{DJORZHU/RQHJEDVHGRQJIRIDYTXHXHJRFFXSDQF\{IRURUGLQDUNJEHVIjHI IRUIIUD1LFJDQGJRQHJEDVHG
RQy WKHj QXPEHUj R1y SDFNHIV] HQTXHXHG] IKDIj KDYHj IKHLUj SSELIj VHIij 7KLVj PHDQV) IKDIj DQ\f DFILRQ
SUHIHUHQILDO IR} VW XUHG] VHUYLFH{IUDT ILFj ZL00j RQUNY EH{ IDNHQ) Z KHQJ HKHj TXHXHEVj FDSDFLINGH [FHHGV{IKH
WKUHVKROGY YDOXH] IRUj RUGLQDUNJ EHVI HITRUIy VHUYLFHij , Qj IKLV§ FDVHiij RQO\j XQPDUNHG§ SDFNHINj ZL00j EH
GURSSHG{EXVLQIFIKHYS ( ™ JDOJRULIK PojX QUHVV{IKHJIKUHVKROGHY DOXHJI RUJSSVVXUHGVHUY LFH{LVJDOVR{UHDFKHG
- HHSLQJ{ DQJ DFFXUDIHj FRXQI RIYWKHj QXPEHUJ RIY S3ELI SOFNHIVY FXUUHQIONJ LQJ Dj TXHXH} UHTXLUHV HLIKHY
IHVILQJ{IKH/SSBELIDIERIKGHQIUN{DQGH [LIR IjIKH) T XHXHRUVR P HIDGGLILRQDOJVIDIHILQJIKH{URXIHUi ) LIXUHjé
LV{DJEORFN{GLDIUDPYRIFIKHIRXISXI§LQIHUIDFHJIRUDOOJURXIHUVi
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YLIXUHJETISRXIHURXIS XHLQIHUIDFH{ IR Z RSELIIDUFKLIHFIX UH

| SOEUWVHIM | \Hy p| KLIKBSURUN
R 3DFNHIV
TSIV S 2XI
USSOELVHIR | T IRZASURIIN
LQF{DBFQI f
_ _ A , __
L _ g 5.2/TXHH '« — — - LI/SOELIVHI
| PDQDIHPHOI! GHFJDBFQI
Lo — —

7KHjSDFNHIJRXISXIRI{DjOHDIJURXIHUJLV{IKXV{DyVKDSHG)VILHD P{ RIySDFNHIV] ZLIKy SSELIVGVHI PLOJOHG
ZLIK{ DQJ XQUKDSHG{ EHVIy HI IRUIj VIUHDIPy R1y SDFNHIV VRPHJ RIj ZKLFK{ PDNJ KDYHj SIELIVG VHIij SUHPLXP
VHUYLFHJFOHDUONFDQQRIVIDUYH{ EHVIJHI RUIIUDI ILFJ EHEDXVH{LILV{ ERIKJEXUVIYDQG EDQG ZLGIK{ FRQIRNHGI
SBVWXUHG] VHUYLFH) PLIKI§UHONYRQONJRQy Dj FRQVHUY DILY Hj DORFDILRQJIR} SUHYHQI VIDUYDILRQj R1y XQP DUNHG
WD HLFA EXI EXUVIVGR 1§ SWXUHGIUDIILF] PLIKIUKHQ) FORVH{ RXI EHVIBHIIRUIWUDTILE§ DI ERIOHQHENY TXHXHV
GXULQJJFRQIHVILYHJSHULRGV

BIIHUj>&8] Z H/GHVLIQDIH{IKHJ1 RUZ DUGLQ I SDIKYREIHFIVIKDIIHVI 10R ZV§DIDLQIIKHLUXVDIHSURILOHV
(3URILOHJ OHIHUVEIi§9RUGHUJURXIHUVY ZLOOjUHT XLUH{ 3URLOH{ O HIHUVYDIIKHLULQS XILQIHUIDFHV§ 7 KHJELODIHUDO
DIUHHPHQIEHIZ HHQJDGIDFHQIYDG PLQLVIUDILYHJGRP DLQV{ P XVIFVSHFLI\{DJSHDN{UDIHJRQIDU§3IUDI ILF{DQG{D
UDIH{DQGYEXUVI IRU/SB{IUDI ILF{GDQG)SRVVLEONJDJVIDUIHLP HjDQG{GXUDILRQGi B 3URILOH] O HIHULVUHT XLUHGYDI
WKH{ LQIUHVVYR 1§ DY IUX VI UHILRQJIR§ HQXUHJ K DI GLI T HUHQILDIHG VHUYLEHj SDFNHI} I0RZ V§ DUHJLQj FRP SOLDQFH
ZUIKJIKHLUjDIUHHGEXSRQJUDIHVij 1 RQSFRP SILDQISDENHIVGRIY3UHPLX P§ 10R Z V§ DUHJ GLVFDUGHG{ Z KLOHjQRQ8
FRP SOLDQI SOFNHIVYRIj SWXUHG{ 10RZVy KDYH{ IKHLUj SIELIVG UHVHI) ) RUjH [DP SOHiLQY ILIXUHY T LIJIKH} , 63
KDVJDIUHHGHIRJVXSSONJ&R P SDQ\JSB{ ZLIK{UJE\IHVIVHF{R 1§ 3UHPLX P VHUYLFHi 33ELIj P DUNHG{ SDFNHIV{IKDI
HQIHUIKH} , 6 3JIKURXIKJIKH{OLONJ IURP§ &R P SDQ\|$§ ZLUEH] GURSSHG{LIJIKHNJH[FHHG Uiy, IYLQVIHDGI{IKH
VHUYLFHJLQJ ILIXUH] ¥ ZDV§ SSVVXUHG§ VHUYLFHj IKHj SDENHIV] ZRX0G) VLP SO\ EHj XQP DUNHGH) IRUZ DUGHG{ DV
EHVIH1IRUI

7 KHJVLP SOHVIYERUGHUJURXIHUJLQS XIjLQIHUIDF H{LV Dy 3URILOHJ O HIHUJFRQVIUX FYHG IUR P DJIRNHQJEXENHI
FRQILIXUHG) ZLIKIKHjFRQIUDFIHGUDIH{DFURVVYIKDILQIUHVVIOLQNJBVHHY ILIXUHj&0i) (DFK{INSHij SUHPLX PRU
SBVWXUHGI DQG{ HDFK{ LQIHUIDFH PXVIKDYH{LIV R Z Q SURILOH) PHIHUj FRUHVSRQGLQJ{ IR} Dy SDUILFXODUj FODW
DFURVV{ Dj SDUILFXODUJ ERXQGDUN} 57 KLVj LV LQJ FRQIUDVIY IR} PRGHOV ZKHUHJ HYHUN} I0RZ IKDIy FURVVHV} IKH
ERXQGDUNJ PXVIyEH{VHSDUDIHON| SROLFHG{DQGTRUJ VKDSHG®j 7 KHjH [DFIy PHEKDQLVPV{UHTXLUHG DI DJERUGHU
URXIHUJ LQSXIj LQIHUIDFHj GHSHQGY RQY IKHj DIORFDILRQY SRILF\j GHSOR\HGA D PRUHJ FRP SOH [ DSSURDFKy LV
SUHVHQIHG{LQJVHFILRQyéif
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) LIXUH;&i9%RUGHUJURXIHUJLQS XILQUHUIDFH{BURILOH{ O HIHUV}

Token
available?

Arriving Is packet _ | Forwarding
packet marked? g Engine
€iJOHFKDQLVPV

€i1J)RUZDUGLQJIY3DIKy3ULPLILYRV

BHFILRQ) &i6) LQIURGXFHG) IKHJ IRUZDUGLQJ} SDIKJ REIHFIVG RIj ODUNHUV} DQGJ SURILOH) OHIHUVi ,Qf IKLV
VHFILRQY ZHj VSHFLIN{ IKHj SULPLILYHy EXLOGLQJ] ECRFNV{ UHTXLUHGY IR} FR P SRVHJIKHPj 7KHj SULPLILYHV{ DUH3
JHQHUDO] FODVVLILHUi ELIGSDIHUQ] FODVVLILHU ELI VHINHUG SULRULING TXHXHVEy SROLFLQJ} IRNHQJ EXFNHIj DQG
VKDSLQJ{ IRNHQJ EXFNHIij 7KHVHj SULPLILYHV{ FDQJ FRP SRVHj Dj O DUNHUj GHLIKHUj D SROLFLQJ{ RUj Dj VKDSLQJ
HRNHQJ EXFNHIj SOXV{DJ ELIjVHINHUG) DQGYD) 3URILOHj OHIHUjEDj SROLFLQIIRNHQJ EXFNHI§ SOXVj Dy GURS SHUj RUELI
VHINHUGT

*HQHUDO&IDVVLILHUIj.ZHD1J RUJ ILUVIBKRS] URXIHUV) P XVIij SHUIRUPY D IUDQUSRUIBOHY HOj VLIQDIXUH) PDIFKLQJ
EDVHGJRQ) DYIXSOH{LQJIKH) SDFNHIj KHDGHUi DY IXQFILRQDOLINY ZKLFKLV§ SDUIjRIJDQ\} 5 6.9 33FDSDEOH URXIHUT
Vj GHVFULEHG{ DERYHij SDFNHIVj ZKRVHJ X SOHVy PDIIFKj RQHj RI IKHj FRQILIXUHG 10RZV DUHJ FRQIRUPDQFH
IHVIHGJDQGKDY HIKHjDS SURSULDIHJVHUYLFHJELIjVHI| 7 KLV XQFILRQILVj P HP RUNG{DQGSURFHVVLQJBLQIHQVLYHi
EXILVINHSIDIIKHHGIHVIR IYIKHQHIZRUNJZ KHUHJIKHUH{DUHIHZ HUJ IR Z Vi

%6LIIBSDINHUQJFODVVLILHUT{7KLV§ SULPLILYHj FRP SULVHV} Dj VLP SOH{ IZR8Z D\ GHFLVLRQj EDVHG{ RQJ ZKHIKHU/ D
SDUILFXODUJELIBSDIHUQILQfIKHY , 3§KHDGHULV{VHIRUQRISBVILQJ LI XUHJETIKHISELILVIHVIHG ZKHQJDJSDFNHI
DUULYHV)DIDJQRQIHD IjURXIHUAIRIGHIHUPLQH) Z KHIKHUIRJHQ T XHX HLILQIIKHIKLIKJ SULRULINGRXIS XI T XHXH)RU
WKH{ORZ{ SULRULINY SDENHI TXHXHij 7 KHj SSELIRIj SOFNHIVYERXQG{ IRUJIKHORZ{ SULRULING TXHXH LY/ IHVIHGYIR
16§ LQFUHPHQI IKH) FRX QU R1y SSVVXUHG§ SDENHIV LQJ WKHj TXHXH] LIj VHIy DQG] £6§ GHIHUPLQHj ZKLFKj GURS
SUREDELOLINjZLOOJEH{XVHG{ IRUJIKDISDFNHITj3DFNHIV{H [LILQIJIKH{OR ZySULRULING TXHXHj P XVIYDOVRIKD Y HjIIKH
SOELIIHVIHGHVRIKDIIKHIFRX QIR ISHQTXHXHG)SSVVXUHGSDFNHIVJFDQJEH)GHFUH P HQIHG{LIJQHFHVVDUNY

YoLIVHINHUi| 7 KH} SSELIVJDQG) 3BELIV P XVIJEHJVHIRUJFOHDUHG{LQ{VHY HUDOj SODFHVi 5§ 1 XQFILRQDOj EORFN{IKDI
VHIVIKHDS SURSULDIHJELIVGRIVIKH], 3/KHDGHUIRID{FRQILIXUHG{ELIGS DINHUQZ RXOGIEHIKH{ P RVIjIHQHUDOT
SULRULINTXHXHVI} CYHU\J QHIZRUNJ HHPHQIy PXVIiy LOFOXGH GDIj 0HDVIG§ IZRj OHYHOVY RIj VLP SOHj SULRULIN
TXHXHLQJij 7KHj KLIKy SULRULING TXHXHj LVj IRUJ IKHy UHPLX P IUDIILF§ DQGY IIKHy VHUYLFHj UXOHJ LV§ IRj VHQG
SDFNHIV LQj IKDIj TXHXH ILVIy DQGY IRy H[KDXVILRQij SHFDOOY IKDIj 3UHPLXPY IDIILFj PXVIj QHYHUj EH
RYHUVXEVFULEHGHIKXV3UHPLX PIUDILF{VKRXOGHVHHJOLIOH{RUJQRI TXHXHi

BKDSLQIMRNHQJEXFNHIT{ 7 KLV{ LV§ IKH) IRNHQJ EXFNHI UHTXLUHG DI HKHj OHDI§ URXIHUJ 1RUj SUHPLXPyIUDIILF
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DQGJVKRZ QILQJILIXUH{&i|SBV§ Z HjVK DOOJVHHiVKDSLQJILVYDOVRIXVHIXODIjHIUHVVSRLOIVR IiDJIUXVIfUHILRQi|SBQ
DUULYLQJ{ SDFNHIYLV{LP P HGLDIHON{ IRUZDUGHG{LIYIKHUH{ LV DYIRNHQj SUHVHQILQ{IKH{ EXFNHIf RIKHUZLVH{IKH
SDFNHIj LVj HQTXHXHG XQILOj WKHj EXFNHIj FRQIDLQVY \RNHQVY VXTILFLHQI R} VHQGS Liij 6KDSLQJ) UHTXLUHV
FORFNLQJj PHFKDQLVP Vi SDFNHIj PHPRUN|DQG{VR PHjVIDIHJERFN] IRUJHDFK 10RZDQG{LV{IKXVjDy PHPRU\
DQGJFRP SXIDILRQALQIHQVLYHjSURFHVVij

BROLFLQJIRNHQEX ENHIif 7 KLV LV IKHJIRNHQJEXFNHIJUHTXLUHGY IRUj BURILOH) OHIHUV] DQGJVKRZ QJLQJ ILIXUH
&ij BROLFLQIJIRNHQJ EXFNHIVY QHYHUJ KROG{ DUULYLQJy SOFNHIV) EXIy FKHENj RQJ DUULYDOJ IR§ VHHyLIY Dy IRNHQ{ LV
DYDLODEOH] IRUJIKHj SDFNHIGV{ VHUYLFHJ FODWV{ , I VR IKHj SDFNHI} LV IRUZDUGHG) LP PHGLDIHONi , Ij QR IKH
SROLFLQJJDFILRQLVYIDNHQAGURSSLQJ{IRUJBUHPLX PJDQGUHFIDVVLINLQJJRUXQP DUNLQJJIRUJSWXUHGI

8i&j3DWLQJIJFRQILIXUDILRQLQIRUPDILRQ

§/ &OHDUOi} PHFKDQLVPVY DUHJUHT XLUHG{ IRy FRP P XQLFDIHJIKHJLQIRUP DILRQj DERXI IKH} UHT XHVI IRJUKH
OHDI{ URXIHUIj 7KLVj FRQILIXUDILRQJ LQIRUPDILRQY LV§ IKHj UDIHA EXUVIij DQG] ZKHIKHUJ LI LV§ Dy SUHPLXPy RU
SBVWXUHG{ INSHi{ 7KHUHj PD\{ DOVR} QHHGJIR} EHj DVSHFLILF{ ILHOG{IR§ VHI RU FOHDUJ UKLV} FRQILIXUDILRQi) 7KLV
LQIRUPDILRQJFDQJEH)SDVWHG{LQ{DJQX P EHUJRIy ZD\V{LQFIXGLQIJXVLQJ{IKHjVHPDQILFVjR1j56 9316 1L O3i
RUJ GLUHFIONJ VI E\J Dj QHIZ RUNJ DG PLQLVIUDIRUJLQJ VR P Hy RIKHUJ ZDNij 7KHUH) PXVIiy EHj VRPHj PHFKDQLVPY
IRUJDXIKHQILFDILQJIKH{VHQGHURIIKLV{LQIRUPDILRQij = HjH[ SHFIFRQILIXUDILRQJIRIEHJGRQH{LQJD YDULHIN
RIj ZD\V§ LQj HDUO\ GHSOR\PHQIV} DQG Dj SURIRFRO} DQG§ PHFKDQLVP IRUJ UKLV IRy EHj Dj IRSLF{ IRUj IXIXUH
VIDQGDUGV{ZRUNT

&i8j " LVFXWLRQ

7 KHJUHT XLUHP HQIVJRI§VKDSHUV{ PRILYDIH{IKHLU} SIDFH P HQI DI IKHJHG IHVY R IJHKH) QHIZ RUNJ ZKHUH{IKH
VIDIH{ SHUJ URXIIHUJ FDQJ EHj VP DOOHUJ IKDQy LQJ IKH) PLGGOH] R1y Dy QHIZRUNj 7KHj JUHDIHVIy EXUGHQ) RIf 10RZ
PDIFKLQJDQG{ VKDSLQJj ZL00j EHj DI 0HD I URXIHUV) ZKHUHJIKH} VSHHGVY DQGJ EX11HULQJ{ UHTXLUHG{ VKRXOGJ EH
OHVV{IKDQJIKRVH{ KD PLIKI EHJUHTXLUHG) GHHSHUJLQJIKH) QHIZ RUNj 7 KLV{ IXQFILRQDOLINJLVJ QRIFUHT XLUHGY DI
HYHUNj QHIZ RUNJ HOHP HQI RQJIKH] SDIKij SRXIHUVY HKDI DUHJ LQIHUQDOJ IR} Df IUX VI UHJILRQy ZZL00j QRI QHHGY IR
VKDSH{IUDIILFi§%RUGHUjURXIHUVY PD\JQHHGJRUjGHVLUHJIR}VKDSH{IKH/DJ JUHIDIH{I0R Z{R 1y O DUNHG{SDFNHIV{DI
WKHLUJ HIUHVV} LQJ RUGHUJ IR§ HQUXUHy IKDI§ IKH\{ ZZL00j QR EXUVI LOIRY QRQSFR P SOLDQFH ZLIKj IKHj SRILFLQJ
PHFKDQLVPDIIKHILQIUHVV{IR}IKH] RIKHU GRP DLQJGIKRXJK{HKLV{ P DN QRIJEH QHFHWDUN{LIJIKH{LQAGHIUHH
RIJIKHURXIHUJLVjORZ6i ) XUIKHURIKHVKDSLQJj ZRX0G)EH{DSSOLHG{IIRDQ{DIJUHIDILRQ{RIjDUOfIKH) SUHPLX P
10RZV{IKDIIjH [LIIKHGR P DLQJYLDJIKDIYSDIKHQRIIRJHDFK{I0RZ{LQGLYLGXDOONY

7 KHVHj PHFKDQLVPV DUHj ZLIKLQj UHDFK{ RIYWRGDNGV{ IHFKQROR IN{ DQG LIij VHHP V§j SIDXVLEQH] IR} XV{IKDI
3UHPLXP{DQGSBVWXUHG)VHUYLFHV{DUHJ DUOJHK DILVQHHGHGLQJIKHY , QUHUQHN , 1ifLQJIL P HAjIKHVH{VHUYLFHVIDUH
IRXQGILQVX HILFLHQIfIIKLV{DUFKLIHEIXUH{SUR YLGHVIDYP LIUDILRQJSDHK{IRUGHOLYHULQIJRIKHUNLQGVYRIjVHUYLFH
OHYHOVUR{IUDI LF§ 7 KHyS53jDQG) 3BELING ZRX0G) FRQILQXHJIRJEH) XVHGHIRJLGHQILI\JIUDI ILF{IKDIj JHIV§ O DUNHG
VHUYLFHiEXIIXUIKHUJ LOHUj P DIFKLQJJFRX0G EHGRQHJRQj SDFNHIJKHDGHUVJIRYGLITHUHQILDIHJVHUYLFHjOHYHOV
IXUIKHUTYSVLQJ{IKHJELIVIKLY) Z D\JUHGXFHVJIKHQX P EHUJRIJ SDENHIVJIKDIFKDY HIRJKDYHj I XUIKHUj PDIFKLQJ
GRQHJRQJIKHP{UDIKHUJIKDQJ ILOIHULQIJHYHUNJLQFRPLQJy SDFNHITj O RUH) TXHXHjOHYHOV{DQG{ PRUHJFRP SOH[
VFKHGX0LQJJFRX0GJEHDGGHG{ IRUJ3BELIIUDI ILF{DQGIPRUHOHY HOVJR jGURSSULRULINJFRXOGJEH{DGGHG)IRUjS$?
ELIj WD ILF LIj H[SHULHQFH] VKRZV§ IKHP{ IR} EHj QHFHVWDUN{ DQG§ SURFHWLQJ) VSHHGV) DUHJ VXTILFLHQIf = H
SURSRVH IKDI HKHj VHUYLFHV} GHVFULEHG KHUHy EHj FRQVLGHUHG{ DV GIDI OHDVIIG) VHUYLFHVij 7KXVij Dj QHIZRUN
HOHP HQI{VKRX0G{DIOHDVIJEH{FDSDECH)RIyPDSSLQJ{DO03BELIIUDHLFJIRj3UHPLX PJVHUYLFHDQGIRIJPDSSLQJ
DOOj SELIHUD 1 1LF{ HRY EH{IUHDIHG) ZLIK§ RQHJOHY HOR 1§ SULRULINJLQJIKH{ GEHVIHIIRUIGY TXHXHyBLIyDSSHDUVYIKDI
HKH{ VLQJOH] OHYHOj RIj SSSELIYIUDIILF§ VKRX0G) P DS{ IR} D SULRULING HKDILV§ HTXLYDOHQI IR§IKH) EHVI} OHYHOJLQ) D
P XOIL30HYHOHOHP HQIIKDILV§DOVRYLQUIKHJSDIKi

20 IKHy RIKHUJ KDQGiy ZKDIj Lvj IKHy GRZQVLGH] RIj GHSORNLQJY DQj DUFKLIHFIXUH] IRUj ERIK{ FODVVHVY RI
VHUYLFHJLIYODIHUJH [SHULHQFH{FRQYLQFHV{X VK DIjRQUNJRQHR IfIKH PJLVjQHHGHG " 7 KH{ 1 XQFILRQDOJECRFNVRI
ERVK{ VHUYLFH{ FODVVHV{ DUHJ VLIPLODUj DQGy FDQJ EHj SURYLGHG{ E\{ IKHy VDPHj PHFKDQLVPVij SOUDPHIHULTHG
GLITHUHQION} , 1§ SSVVXUHG) VHUYLFH{ LV QRI§ XVHGI YHUNJOLIOH) LV ORVi} 'S = 8P DQDJIHGH EHVIHIIRUI TXHXH
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KDVJEHHQJVIURQJIONJUHFR P PHQGHG{LQy>68/DQGHIRJIKH) H [WHQIIKDIIKHj GHSOR\ PHQIR UKLV DUFKLIHFIXUH
SXVKHV{ IKHj GHSORNPHQIR1§'5 ( ™ 8PDQDJIHGJ EHVI HITRUI TXHXHVEjLI LV FOHDUON{ D SRVLILYHij , Iy SUHPLXP
VHUYLFH) JRHVj XQXVHGH{IKHJIZRATXHXHV} ZLIKJVLP SOHy SULRULINj VHUYLFHLV§ QRIJUHT XLUHG{ DQGIKHjVKDSLQJ
IXQFILRQJRI{IKHj O DUNHUj PDNEH) XQXVHGH{IKXVjIKHVH) ZRX0G{LP SRVH{DQj XQQHFHWDU\{LP SIHPHQIDILRQ
FRVI

617 KHjSUFKLIHFIXUDO)) UDPHZRUNJIRUJO DUNHG{ 7 UDI ILFjS0RFDILRQ

7KXV{IDUJZHjKDYHjIRFXVHG{RQJIKHJVHUYLFHJGHILQILRQV{DQG{IKH{ IRUZ DUGLQIJSDIKJPHFKDQLYPV = H
QRZ{ IXUQ) IR IKHj SURECHP RIj DIORFDILQJ{ UKH} 0HYHOj R1y ©ODUNHG IUD ILFJ UIKURXIKRXI IKH) , QUHUQHIj = H
REVHUYHj UIKDIj PRVIj RUJDQLIDILRQV) KDYHj IL[HGj SRUILRQVj RIy WKHLU) EXGJHIVGj LQFOXGLQJj GDID
FRP P XQLFDILRQVij IKDIj DUHj GHIHUPLQHG RQj DQJ DQQXDOj RUj TXDUIHUONJ EDVLVij 6R PHj DGGLILRQDY PRQLHV
PLIKIJEH{DINDFKHGHIRIVSHFLILF{SURIHFIV{ 1RUJGLVFUHILRQDUNJFRVIVGIKDIDULVHILQIKH{VKRUHUJIHUP i, QJIXUQi
VHUYLFH/SURYLGHUV{3, 6 3V§DQG{ 1 6:3V6§ P XVIJGR{IKHLUJSIDQQLQJIJRQJDQQXDODQGH TXDUIHUNJEDVHVDQGHIKXV
FDQQRIEH{H [ SHFIHG{IR} SURYLGH) GLI THUHQILDIHG{VHUYLFHV) S XUHONjGRQJFDO0Gi} 3URYLVLRQLQJIVHINVGX Sy VIDILF
OHYHOVj R1y O DUNHG{ IUDTILF§ Z KLOHj FDOOj VHIBXSy FUHDIHV{ DQj DIRFDILRQJ R1j ODUNHG{ 1UDIILF{ IRUJ Dy VLQJOH
10RZ6Vj GXUDILRQj GIDILFj 0HYHOV} FDQJ EHj SURYLVLRQHG) ZLIK{ ILPHARISGD\J VSHFLILFDILRQVif EXIj FDQQRI EH
FKDQJHG{LQ{UHVSRQVH{IR} DyG\QDPLF) PHVWDJHij = HjH[ SHFIERIK{NLQGVJRIJEDQG ZLGIK{DORFDILRQ{IR}EH
LPSRUIDQHij 7 KHj SXUFKDVHUV{RI{ O DUNHG{VHUYLFHV{ FDQj JHQHUDOONJEH{ H [ SHFIHG{ IR} ZRUNJRQJORQIHUBIHUP
EXGJIHI F\FOHV) ZKHUHJIKHVH VHUYLFHV) ZL00j EHj DFFRXQIHG{ IRUjVLPLODUON{IRj PDQ\{LQIRUPDILRQ{ VHUYLFHV
IRGD\ij 5§ P DLOSRUGHUKRXVH{ P D\ ZLVK{IRjSXUFKDVH{Dj 1L [HGJDORFDILRQJRIJEDQG ZLGIK{LQDQGJRXIRI{LIV
ZHEBVHUYHUJ IRy JLYH) SRIHQILDOj FXVIRPHUVY Dj GIDVIG] THHOj ZKHQj EURZVLQJ WKHLU{ VLIHij 7KLVj DORFDILRQ
PLJIKIy EHy EDVHG RQJ KLIyUDIHV{ RI§ IKHj SUHYLRXV{ TXDUIHUJ RUj VR PHj VRUIY R I}LQGXVIUNSEDVHG] DYHUDIHVY , Q
DGGLILRQ{HIKHUHjQHHGV{IREH]DJG\QDPLF|DIORFDILRQJFDSDELOLINJIRIUHVSRQGHIRSDUILFXODUHY HQIVjVXFKDV
Dj GHPRQVIUDILRQfy Dj QHIZRUN§ EURDGFDVIY E\f Dj FRPSDQ\GV{ & (2 RUj Dj SDUILFXODUj QHIZRUN] IHVIi
) XUIKHUP RUHi{ DJG\QDPLF§ FDSDELOLIN P D\ EHj QHHGHG{LQRUGHU{ IR} PHHI Dy SUHFRP PLIHG{ VHUYLFHjOHYH)
Z KHQJIKH{ SDUILFXODU/VRXUFHJRUJGHVILQDILRQ{LVYDOR Z HGIRJEHJADQ\ ZKHUHJRQ{IKH, QIHUQHIG|G = \QDPLF{
FRYHUV{ IKHj UDQJHY 1UR P§ Dj IHOHSKRQHG{ RUJ H8P DLOHG{ UHTXHVI IRy Dy VLIQDOULQJ} INSH) PRGHij 5§ VILLFION
VIDILFDOONJ DOORFDIHG{ VFHQDULRY LVj H[SHFIHG] IR} EHj XVHIX0J LQj LQLILDOj GHSOR\PHQIj RIj GLITHUHQILDIHG
VHUYLFHV{DQGYIR} P DNHJXS{DyP DIRUJSRUILRQJR IjIKHJO DUNHGIUDT ILF{ RUHKH{1 RUVHHDEOH] 1 XIXUHi

= LIKRXIj Dj GSHUJ FDO0j GNQDPLF} VHIj XSiij IKHj SUHFRQILIXULQJ} R1y XVDIHj SURILOHV] FDQJ DIZD\V} EH
FRQVIUXHGJDV{GSD\LQJ{ IRUJELIVG\RX{ GRQUH XVHE) ZKHIKHUIKHJINSH)RIJVHUYLFH{LV) SUHPLX PYRUjSVVXUHGT
= Hj SUHTHUJIRYIKLQN{RIFIKLYYDV SDNLQJ{ IRUJHIKHjOHY HOJ R IyVHUY LFH{IKDIYRQHJH [ SHFIV{IR{ KDYH DYDLODEOH] DI
DQ\JILPHij IRUJH[DP SHjSDNLQIJ I RUDJIHOHSKRQHJOLQHi B FXVIR PHUj PLIKISD\{DQJDGGLILRQDO DI IHH{IR
KDYH{IKHj SULYLOHIH{ RIYFDOILQJ} Dy ZLGHjORFDOj DUHDY IRUj QR} DGGLILRQDOj FKDUJH{RUJ PLIKI SD\J E\ IKHj FDUi
SBOIKRXJIK{DYFXVIRPHUj PLIKI SDNRQj Dy GSHU{ FDO0G} EDVLVY IRUj HYHUN FDO0j PDGH) DQ\ZKHUH LIy JHQHUDAO
IXUQUYRXIj QRI IR} EHJIKH) PRVIYHFRQRPLFDOyRSILRQJ IRUj PRVIFEXVIRPHUVf , I6V§ SRWLEOH] VLPLODUj SULFLQJ
VIUXFIXUHV§P LI KIfDULVHILQ{IKH{LQIHUQHi

= Hj XVHj SO0RFDILRQ{IR} UHIHUJIR§WKHj SURFHVW/R1j PDNLQJj O DUNHGJIUDI ILF§ FRP PLIP HQIV§ DQ\ZKHUH
DIRQJ] UKLV FRQILQXXPY 1URPY VIULFIO\y SUHDOORFDIHG] IRj GNQDPLF{ FDOj VHIBXS] DQG§ ZHj UHTXLUHJ DQ
SB0RFDILRQj DUFKLIHFIXUHj FDSDEOH] R1y HQFRPSDWLQJJ KLV} HQILUHj VSHFIUX P LQj DQNJ PLLY = Hj IXUIKHU
REVHUYHJ IKDIj S00RFDILRQj PXVIiy IRIRZ§ RUIDQL]DILRQDOj KLHUDUFKLHV{ KD LVj HDFK{ RUIDQL]DILRQj PXW
KDYH{FRP SOHIHjUHVSRQULELOLIN IRUJHIKHj SS00RFDILRQJ RJIKHj O DUNHG{IUDI LLFjUHVRXUFHj ZLIKLQJLINy GRPDLQi
YLQDOONi) ZHj REVHUYH; UIKDIj IIKHy RQUNJ FKDQFH] RIj VXFFHW{ IRUj LQFUHPHQIDOj GHSOR\PHQI 0LHV{ LQj DQ
SBO0RFDILRQj DUFKLIHFIXUH} WKDI LVj PDGH) XSy RI§ ELODIHUDOY DIUHHPHQIV DV PXOILODIHUDOj DIUHHPHQIVG DUH
PXFKJ IRR} FRPSOH[{ IRj DG PLQLWIHUi{ 7KXVij IKHy SORFDILRQ) DUFKLIHFIXUH] LV PDGHj XSy RIj DIUHHPHQIV
DFURVVJERXQGDULHV{DV{IRJIKHDPRXQIjR 1§ O DUNHGIUDI ILF{HKDIj ZLOOJEH{ DIORZHG{IR SDWVij 7KLVjLVjVLPLODU
IRJQVHIIOHP HQIGP RGHOVXVHG{IRGD\

€1Mj%DQGZLGIK|%URNHUV{3jSORFDILQIJDQG&RQIURNLQIYNDQGZLGIK|GKDURV
7KHj JRDO RIy GLITHUHQILDHHGY VHUYLFHV{ LVy FRQIUROOHG§ VKDULQJY RIy VRPHy RUIDQLTDILRQOVY , QIHUQHI
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EDQGZLGIKij 7KHj FRQIUR0) FDQJ EHj GRQH] LQGHSHQGHQIONY EN{ LQGLYLGXDOVi Lii XVHUVY VHIj ELIGV) LQJIKHLU
SDFNHIV IR} GLVILQJIXLVK{ HKHLUj P RVIy LP SRUIDQI{ IUDIILFj RUj LIy FDQJ EHj GRQHJ E\j DIHQIVGIKDIj KDYH; VRPH
NQRZOHGJIH) RIj IKHj RUIDQL] DILRQAV{ SULRULILHVj DQGJ SROLFLHV{ DQG{ DIORFDIH) EDQGZLGHK] ZLIKj UHVSHFI IR
WKRVHj SROLFLHVif | , QGHSHQGHQI (DEHOLQJY E LQGLYLGXDOVY LV VLP SOHJ IR} LP SSHP HQIiy EXIij XQULNHON{ IR} EH
VXIILFLHQHj VLQFH LIGV§ XQUHDVRQDECH] IRy HLSHFI D00y LQGLYLGXDOV] IIRj NQRZ{ DOYj WKHLUj RUIDQL]DILRQEV
SULRULILHV§ DQGJ FXUHQIj QHIZRUNJ XVHj DQG§ DOZD\V§ PDUN{ IKHLUJ IUDIILF DFFRUGLQJONT} § 7KXV§ KLV
DUFKLIHFIXUHJ LVj GHVLIQHG{ ZLIKj DIHQIV] FDUOHG) EDQGZLGHK) EURNHUV) 6%607 > WKDIIj FDQJ EHj FRQILIXUHG
ZLIK{RUIDQL] DHLRQDOj SROLFLHVE NHHS{ IUDFNJR 1§ IKHj FXUUHQI DOORFDILRQJ RIj P DUNHG{ IUD 1 1LFf DQG{ LQIHUSUHI
QHZJUHT XHVIV{IRYP DUNJIUD 1 ILF{LQJOLIKIR K HJSROLFLHVIDQGFXUUHQIDIORFDILRQ

= HjQRIH{IKDIJVXFKYDIHQIVIDUHLQKHUHQILQJDQNJEXIHIKH) PRVIFIVLYLDOQRILRQVJRIJVKDULQJify L HLIKHU
LQGLYLGXDOV) QRUJHKHJ URXIHUVYIKHLUj SDFNHIV§ IUDQULIF KDY Hy IKHJLQIRUP DILRQj QHFHVDUN{ IRy GHFLGHj ZKLFK
SDFNHIV{DUH{PRVIJLP SRUIDQIIRJIKH{RUIDQL] DILRQifj6LQFHJIKHVH{DIHQIV P XVIH [LVIfIKH\{FDQJEH|XVHGHIR
DUORFDIHJEDQG ZLGIKy IRUj HQGAIRAHQG) FRQQHFILRQVY ZLIKy 1DUOHVV{ VDI DQG{ VLP SOHU{ IUXVIjUHODILRQVKLSV
IKDQJ GHSOR\LQJ SHUj 10RZ{ RU§ SHUJ 1LOIHUj IXDUDQIHHV}LQ} DO0j QHIZRUN§ HHPHQIVG RQj DQJ HQGBIRSHQG§ SDIKi
996V P DNHJLISRVVLECH]IRUEDQG ZLGHIKJDORFDILRQJIR{IRIR ZRUIDQL] DILRQDOJKLHUDUFKLHVYDQGH{LQJFRQFHUI
ZLIK{IKHj IRUZDUGLQJ} SDIK PHFKDQLVP VY GLVFXVWHG{ LQJ VHFILRQj & UHG XFH{IKH{ VIDIHj UHT XLUHGY IR§ VHIj XS
DQGJPDLQIDLQ{DJI0RZ{RYHUJDUFKLIHFIXUHV{IKDIjUHT XLUHJFKHFNLQIJIKH{ 1 X0010R Z§KHDGHU/DIjHY HU\jQHIZRUN
HOHPHQIj 2UJDQL] DILRQDIONI] IKHj %% DUFKLIHFIXUHJ LVj P RILYDIHG) ENJ IKHj REVHUYDILRQ{ IKDI P XOILODIHUDO
DIUHHPHQIVJUDUHONY ZRUN{DQG{IKLVY DUFKLIHFYXUHJDOOR Z V§ HQGBIRSHQG)VHUYLFHV{ IR} EHj FRQVIUXFIHGIRXI{RI
SXUHONJ ELODIHUDOj DIUHHP HQIVI{ %69%V§ RQUNJ QHHGY IR} HVIDEOLVK{ UHODILRQVKLSV{ RIj OLPLIHGH HUXVI ZLIKy IKHLU
SHHUV{LQ{DGNDFHQIYGRP DLQVAX QUNHJVFKHP HVIKDIJUHT XLUHGIKHVHIILQIJRIFIRZVSHFLILFDILRQVJLQJURXIHUV
IKURX JKRXI{DQHQGHIRAHQG{ SDIKif, Qj SUDFILFDOJIHFK QLFDOJIHUP ViflIKHj %% DUFKLIHFIXUHj P DNHV{LIFSRVLECH
IR} NHHS§ VIDIHj RQy DQj DGPLQLVIUDILYHj GRPDLQJ EDVLVij UDIKHUJ IKDQJ DIif HYHUN§ URXIHU DQGY KHj VHUYLFH
GHILQUILRQVjR1y3UHPLXPYDQG) SVVXUHG{VHUYLFHj P DNHJLIy SRVVLEOHJIRYFRQILQH) SHUf IR Z§ VIDIHJHIRJIXVIIKH
OHDIJURXIHUV{

9%96VjKDYH{llZ RjUHVSRQVLELOLILHVI{ 7 KHLU)SULP DUNjRQHJLV{IRSDUFHORXI{IKHLUUHILRQOV§ O DUNHGIUDI ILF
DUORFDILRQVY DQGY VHIy XSf WKHj 0HDIJ URXIHUV] ZLIKLQ} WKHj 0RFDOj GRPDLQij 7KHj RIKHUj LVj IRy PDQDJH] IKH
PHVVDIHV} IKDI DUH VHQI DFURVVY ERXQGDULHV] IR} DGIDFHQI UHILRQUSY %69%Vij 5§ %% LV DWRFLDIHG] ZLIKj D
SDUILFXODUIUXVIJUHILRQARQH{SHUJGRIP DLQij%596%§KDVIDJSRILF\GDIDEDVH{IKDIfNHHSVIKH{LQIRUPDILRQJRQ
ZKR{FDQJGR) ZKDIjZKHQIDQG(D PHIKRG{RIJXVLQJ{IKDIjGDIDEDVHJIRIDXIKHQILFDIHjUHTXHVIHUVi) 2 Q0N{D}%%
FDQJ FRQILIXUH] IKHj CHDI§ URXVHUVY IRy GHOLYHUj Dj SDUILFXODU§ VHUYLFH IR§ 10RZVij FUXFLDOj IRUj GHSORNLQJ} D
VHEXUH VAVIHPj , 1§ IKHj GHSORNPHQIj R1y ™ L1 IHUHQILDIHG§ GHUYLFHV{ KDVj DGYDQFHG{ IRy IKHj VIDIHj ZKHUH
G\QDPLFDI\J DOORFDIHGTj PDUNHG] 10RZVj DUHj SRWLEOH] EHIZHHQJ IZRj DGIDFHQHj GRPDLQVi %%V DIVR
SURYLGH IKHj KRRNj QHHGHG{ IR} LP SOHPHQIIKLVij ( DFK{ GRPDLQV} %Y%§ HVIDEOLVKHV} D VHF XUHj DWRFLDILRQ
ZUIK{LIVSHHUJLQJIKHDGIDFHQIYGRP DLQJIRJQHIRILDIHRUJFRQILIXUH] DJUDIH{DQGDJVHUYLFHJFIDVV{53UHPLX P
RUJ SSVWXUHGGj DFURVV{ IKHj VKDUHG) ERXQGDUNJ DQG IKURXJK{ IKHj SHHUIV] GRPDLQij SV ZHy VKDO) VHHj Li LV
SRVVLEOH IRUj VRPH] INSHV{ R1j VHUYLFHj DQGJ SDUILFXODUON LQJ HDUON LP SOHPHQIDILRQVi WKDI WKLV§ QVHFXUH
DVRFLDILRQQ) LVj QRIj DXIRPDILF{ EXIj DFFRPSILVKHGY IKURXJKj KXPDQJ QHJIRILDILRQJ DQG{ VXEVHTXHQI
PDQXDOJFRQILIXUDILRQ{RI{IKH)DGIDFHQIj6%V{DFFRUGLQIfIRYIKHIQHIRILDIHG{DIUHHP HQNj 7 KLV/QHIRILDIHG
UDIH{LV{DJFDSDELOLINIKDID}%6%§FRQIUROVYI RUIDOOKRVIVILQ{LIViUHILRQi

= KHQJ DQJ DOORFDILRQY LV GHVLUHG{ 1RUj Dy SDULFXODUJ 10RZ Dy UHTXHVI LV§ VHQU) IR} WKHj %9%i§ SHTXHVIV
LQFOXGH D VHUYLFHj INSHij Dy IDUJHI UDIHiy Dj PDLLPXPy EXUVIj DQGJ IKHJ ILPHj SHULRG) ZKHQj VHUYLFHj LV
UHTXLUHG 7KHy UHTXHVIj FDQJ EHj PDGHj PDQXDIONJ E'{ Dj QHIZRUNj DGPLQLVIUDIRU) RUj Dj XVHUj RUf Ly PLIKI
FRPH] IUR P DQRIKHUj UHJLRQIV) %%6if 5§ %%6§ ILIVI DXIKHQILFDIHV IKH} FUHGHQILDOVY R 1 IKHy UHT XHVIHUAj IKHQ
YHULILHV{HKHUHJH [LVIV§X QDOORFDIHGJEDQG ZLGIK{VX I ILFLHQIJR} P HHIIKH{UHT XHVIi{ , I{DjUHT XHVI/SDVWHV{IKHVH
WHVIV IKHj DY DLODEOH) EDQGZLGIK{ LV UHGXFHG{ E\JIKHJUHT XHVIHGY DPRXQIiy DQGJKH{ 10RZ{ VSHFLILFDILRQJLV
UHFRUGHGI, QJIKHj FDVHj ZKHUH{ IKH{ 10RZj KDV{ D} GHVILQDILRQJ RXIVLGH{ KLV IUXVIFUHILRQAJIKH UHT XHVIy P XV

i, QUILDOONI}j7 KLVjFDQJEHH [ SDQGHGIR{DIKLHUDUFK \JR 1j96%V§ ZLIKLQJDJGR P DLQJEXIRQUNJIKH{IRSIOHYHOj96%] ZRX0G]
EH{UHVSRQVLEOHJIRUJFRP PXQLFDILQJ{DFFURW/GR PDLQJERXQGDULHVI
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UHTXHVIHGi) 7 KHjOHD I URXIHUj PHEKDQLVPYLVIKDI VKR Z QyLQJ ILIXUH] &) ZLIK§HKHJIRNHQY EXFNHI VHIIR{IKH
SDUDPHIHUV{ IUR P IKH) XVDJIHj SURILOHj 7KHj , 630V§ %%§ ZRX0G§ FRQILIXUH{ LIV RZQj SURILOH) OHIHU} DI IKH
LQIUHVV{ URXIHUJ IURP{ UKD FXVIRPHUJ IR} HQUXUHY IKHj 3URILOH} ZDV§ PDLQIDLQHGI) 7KLVj PHFKDQLYPY ZDV
VKRZQJLQJ ILIXUH} i = HyDVVX PH{KDIIKH{ILP Hj GXUDILRQ) DQGYVIDUIILPHVY IRUJDQ\J 3UR ILOH{ IR} EHDFILYH
DUHJ PDLQIDLQHG LQIKH) %%} 7KHj 3URILOH{ LV VHQI{ IRYIKH{ LQIUHVVY GHYLFHJ RUj FOHDUHGY IURP{ IKH{ LQIUHWY
GHYLFHJENj PHWDJHV)VHQI IURP{IKH}%69%i, QIKLVH [DP SOHij ZHjDVWX P H{IKDI Y DQ#0EN) ZDQIVGIR{IDON{IR
GGF# P 7KHj./%./3%%{LVjVHQIDJUHTXHVI IR Py 9 DQjDVNLQJIKDIj SUHPLX P§VHUYLFHj EH/DVWLIQHGYIIRYD

7KLVj 10RZ{ VKRX0GJ EHj FRQILIXUHG] IRUJ Dy UDIHJ RIj # BANETVHF{ DQGJ DORFDIHG{ IURPY i SP§ IR 8SPij 7KH
UHTXHVIy P X VI EHJGVLIQHGOJLQJD{VHFXUHii Y HUL ILDEOH] PDQQHUIj 7 KHJUHTXHVI PLIKI EHjVHQI DV GDID{IR{IKH
7%/ 8%%i) DQj HOPDLOj PHVWDJH IRy D QHIZRUNy DGPLQLYIUDIRUij RUj LQj Dj SKRQHj FDOOY IRy Dy QHIZRUN
DGPLQLVIUDIRUif 7KHj /%./3%Y%{ UHFHLYHV{ WKLV} PHVWDJIHG YHULILHVY KDI WKHUH{ LV § B&NETVHFY R1y XQXVHG
3UHPLXPy VHUYLFH] IRUJ IKHj GRPDLQj 1URP 188SPi IKHQj VHQGV Dj PHWDJIH] IRj /HDI T IKDIj VHIN XSjDQ
DSSURSULDIH{3URILOHJ OHIHUij 7KHj P HVDJHJIR]./HDI 1§ PLIKIJEHDQj 56 93y PHWDJHi{RUj6 L O 3ijRUVRPH
SURSULHIDUN{ PHIKRGij 500§ IKHj GRPDLQVY SDWHG] PXVIiy KDYHJ VX ILFLHQH UHVHUYHj FDSDFLIN IR} PHHIjIKLY
UHTXHVI

)LIXUHJCi2DQG ZLGHK{%URNHUJVHINLQIYSURILIHVILQJOHDIJURXIHUV

Ha| [Hs| [He

DMZ

Border
router

V:4>D:8
P@128kb/s

V:410 D:8 Classifier | Rate Jype
P@128kb/s V:4 > D:8 [128kb/s| P
1pm - 3pm

signed: van I I L L

N———|V| [Hi| |H2| [H3

S{VIDILFDONJFRQILIXUHGH[DP SOHjZLIK{%%{ P HWDIHVH[FKDQIHGIjLHLIj ZHj SUHVHQIj DQj H[DPSIH
ZKHUHj DO0j DIORFDILRQVY DUHj VIDILFDOONj SUHDOORFDIHG§ EXI %%j PHVWDJHV) DUHj H[FKDQJIHG] IRV JUHDIHU
I0HLELOLINi§ )LIXUH] &j VKRZ\Vj DQJ HQGSIRHQG{ H[DP'SOH] IRUj ODUNHGY IUDIILFj LQj Dj VIDILFDION] DURFDIHG
LQIHUQHI} 7 KHjQX P EHUVYDIIKH{IUXVI§UHILRQJERXQGDULHV{LQGLFDIH{IKHJIRIDOjVIDILFDOO\ DOORFDIHG{ O DUNHG
SDFNHIj UDIHV KDIy ZL00j EHj DFFHSIHGY DFURVV{ IKRVHj ERXQGDULHVi} )RUj H[DP'SOHi 7 § INESV§ R1j ODUNHG
WD LR FDQJEH{VHQIj IURPY./%/§IIR} (6 LHIADy3URILOHJOHIHUDIIKH] (6 L HIjHIUHWIERXQGDUN|ZRX0GJKDYH
DIRNHQEXFNHIGVHIIRIUDIH{ T TNESVI57KHUHJO < EH/DIVKDSHUJVHITDI/ %/ 0ViHIUHVWHIRIHQUXUHIKDIIKH
ODUNHG{IUDI ILFJFRQIRUPVIR{IKH{DJIJUHIDIH}3URILOHi6) 7 KHJIDEOHVLQVLGHJIKH{IUDQULIJQHIZ RUNJIEXEEOHVG
VKRZJIKHLUjSROLF\jGDIDEDVHV{DQGUHIOHFI{HIKH} Y DOXHV{DIVHUJIKH{IUDQVDFILRQILVJFR P SOHIHi , Q )LIXUHjeeij©
ZDQIV{ IR{IDQVPLIjDY IR Z{ IURP§ /% IRy ™ yDIj O, 7{iDIj i Ty - ESVij SVyLQJ ILIXUH] i DJ UHTXHVI IRUf KLV
SURILOHJLVY PDGH] RI§ //%./6V§ %69%i.//%./6V§ %%%j DXIKHQILFDIHVY IKHj UHTXHVI DQGY FKHFNV{ IR} VHHJLIY IKHUHj LV
T TNESV§ 011 LQJ LIV ODUNHG) DOORFDILRQ} JRLQJ{ LQJ UKDIj GLUHFILRQ§ 7KHUH LVij VRY IKH] /%./8%%j SDVWHV D
PHWDIHJIR{IKH) (6 LHIZ%%6/VD\LQIJIKDILIjZRXOGOLNHJIR{XVH) TNESV{RI{LIVjODUNHGJDURFDILRQJIRUJIKLY
10RZ;ij (6 L HIyDXIKHQILFDIHV{IKHj PHVWDJIHi FKHFNV{LIV GDIDEDVH)DQG{VHHV{IKDILIYKDVD i TNESV{ODUNHG
DURFDILRQJIR) 1 ($'5 L HI3IKHQH [IjUHILRQILQJIKDIY GLUHFILRQGJIKDILV]EHLQIj XQXVHG 7 KHySROLF\JLV{IKDI
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) LIXUHj&ij ( QGAIRSHQGVIDILFJDORFDILRQJH[ DP SOHjZLIKJQRJUHP DLQLQJJDIRFDILRQ)

NEARNet

Peer |Policy Jotal Psed
NEARNet] ask | 10 10
LBL <50 ok| 30

Peer |Policy Jrotal Psed
ESNet | ask | O 0
<50 ok| 50 20

= \QDPLFj$URFDILRQIDQGIDGGLILRQDYPHFKDQLYPjSBVj ZHj VKDOO) VHHij G\QDPLFj DIRFDILRQ) UHTXLUHV
PRUHj FRPSOH [ %%V} DVj ZH00j DVj PRUHj FRPSOH [ ERUGHUJ SROLFLQJi} LQFOXGLQJ} WKHj QHFHVVLIN IRy NHHS
P RUHJVIDIHij+RZHYHUjLIjHQDEOHVIDQIL P SRUIDQIjVHUYLFHjZ LIK{D{VIP DOOJLQFUHDVH{LQIVIDIH

7 KHj QH [ VHI§ RI§ ILIXUHVY SVIDUILQJ} ZLIK{ 1LIXUHj 26§ VKR Z§ ZKDIiy KDSSHQVY LQJ IKH} FDVHJ RIy G\QDPLF
DOORFDILRQijSBVYEHIRUHOJUHTXHVIVGT TNESVJIRJIDONIR] ™ JDIjO , 7ij6LOFH/IKH{DIORFDILRQ{LVYG\QD PLFifiiKH
ERUGHUj SROLFHUV} GRY QRI KDYHJ Dy SUHVHI) YDOXHif LQVIHDGY EHLQJ{ VHI IR} UHICHF I IK Hy FXUUHQI SHDN{ YDOXH{RI
ODUNHG{IUDIILF{SHUP LIIHGJIR{FURVVIKDIJERXQGDUNi| 7 KHJUHTXHVISLVIVHQIIRIIKH}/ %6/ 8%

YLIXUHAI LUVIVIHS{LQIHQGHIRIHQGIG\QDPLFDIRFDILRQH [ DP SIHi

NEARNet

Peer |Policy Jotal Psed
NEARNet| ask 0 0
LBL  |<50 ok| 100 | 30

Peer |Policy Jrotal Psed
ESNet | ask | O 0
<50 ok| 50 10

,QJILIXUH{ THQRIHJIKDIj (6 LHIJKDVIQRIDIRFDILRQIVHIYXSHIR) L (S5 LHIij 7KLV{VA\VIHP{LVjFDSDECHRI
G\QDPLF{DIRFDILRQV{LQj DGGLILRQJIRVIDILFijVRILIYDVNVY L ($5 L HIjLIjLIjFDQJIDGG) T TajIRYLIV{DIRFDILRQ
IURP§ (61 HIij SV{LQJIKH] ILIXUHjjH[DP SOHij O, 76Vj SROLF\{ LV} VHI IR GGRQEI DVNG] IRUJIKLV{ FDVH VR IKH
GRIIHG] OLQHV} UHSUHVHQHj aLP SOLFLI INDQVDFILRQV) ZKHUHj QRJ PHWDJIHV ZHUHj H[FKDQJHGj +RZHYHUi
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1 ($5 LHIGRHV{XSCDIH{LIVIDECHJIRILQGLFDIHJIKDILITLVYQRZXVLQJj& TNESV{RI{IKHJODUNHG{DURFDILRQJIR
0,7if

YLIXUH] TijBHFRQGIVIHSILQIHQGAIRGHQGIG\QDPLFJDNRFDILRQJH[DP SOHjj
ESNet +10; 10 to D

NEARNet

Peer |Policy Jrotal Psed
ask 0 0
<50 ok| 50 20

Peer |Policy Jotal Psed
NEARNet| ask 0
LBL  [<50 ok| 100

LV ERUGHUJ URXHHUJWRy LQFUHDVHWKH{ O DUNHGY DOORFDILRQy DFURVV{IIKHY ( 6 LHIG L ($5 LHIJERXQGDUNJENJ T T
NESVij
YLIXUH 117 KLUGIVIHS{LQJHQGHIRSHQGIG\QD P LFJDIRFDILRQ{H [ DIP SOHy

ESNet NEARNet

LBL MIT
.BB
100 10 Ef(l)\let 50
() ()= ()

Peer |Policy fotal Psed Peer |Policy flotal Psed
NEARNetf ask 0 0 ESNet | ask 0 0
LBL  |<50 ok| 100 | 30 MIT  |<50 ok| 50 20

YLIXUHJ T TJVKRZV) L (5 LHIBY%%V) GRNG] IRUIKDI UHTXHVIJIUDQVPLINHG) EDFN§IR} ( 6 1 HI8%9%ij 7KLV
FDXVHV} (6 LHI8%{IR\VHQG{LIVJERUGHUJURXIHUJDJP HVVDIHJIR{FUHDIHID} T TYNESViVXEFIDVV{IRUIKH{I0RZ098
1 ™ G 7KLV{LVjUHT XLUHGLQJRUGHUJIRJHQUXUH{IKDIjHKH{ T TNSEV{IKDIJKDV{IXVIj EHHQJG\QDPLFDOO\j DIORFDIHG
JHIVj XVHGJRQUNJ IRUJWKDI FRQQHFILRQ} L RIHJIKDI KLV} GRHV} UHTXLUHJIKDI IKHj SHUJ 10RZ VIDIH{ EHj SDWHG
IURP§ /%/8%%j IR} (6:LHI3%%ij EXIj IKLVj LVj IKHj RQUNj ERXQGDUNJ IKDIj QHHGV IKDIj OHYHOj R1y 10RZ
LQIRUPDILRQJ DQGIKLY{ IXUIKHUj FADVVLILFDILRQ ZL00j RQUNJ QHHG{ IRy EHj GRQH] DI KD RQHJ ERXQGDUN URXIHU
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DQGJRQONJRQ)SDFENHIV§FRPLQJJ IURP /% 7KXV§G\QDPLFJDORFDILRQJUHT XLUHV{ PRUHJFRP SOH [ 3URILOH
OHIHULQJIKDQJIKDIfVKR Z Q{LOJILIXUH{i
ILIXUHJ &i§) RXUIKVIHS{LQIHQGAIRIHQGIG\QDPLFDIRFDILRQH[ DP SOHi

/ES—NA NEARNet

LBL MIT
.BB
100 10 50
‘ 10kbs ‘ ‘
E subclass l ok
V->D

Peer |Policy flotal Psed Peer  |Policy fotal Psed
NEARNet| ask 10 10 ESNet ask 0 0
*V->D dyn | 10 10 MIT  |<50 ok| 50 20
LBL  |<50 ok| 100 | 30

, Qf ILIXUH{ T &AfiIKHy € 6 L HIFERUGHUJURXIHU.ILY HV{IK HGRNG{IK DI DV X EFODVVK DVY EHHQJ FUHDIHGAFDXVLQJ
WKHj (6 L HIB%6{IRIVHQGIDQIARNOJIRIKH]/ %6/ 3%9%6) Z KLFK{OHIVJOINQR ZJIKHJUHT XHVIJKDV/EHHQJDSSURYHG

ESNet
LBL MIT
100
iz
ok ‘ ok
. B

Ok Peer  |Policy ffotal Psed Policy fotal Psed
NEARNet| ask | 10 | 10 ask | O 0
*V->D dyn | 10 10 <50 ok| 50 20

LBL [<500k] 100 | 30

YRUjG\QDPLFjDURFDILRQi| D EDVLF} YHUVLRQJ R1yDj &6 4§ VFKHGXOHU}>26§ ZRX0GJKDYH DUOjIKH{UHT XLUHG
IXQFILRQDOLNJHRYVHIY X SJIKH{VXEFODVVHVIj 56 9 3jFXUUHQION] SURYLGHV{DY ZD\{IR} PRYH{IKH) 7 6 SHFJ IRUjIKH
I0RZi

YRUj PXOILEDVI] 10RZVij ZHj DWXPHj IKDIiy SDFNHIV§ IKDIiy DUHj ERXQG 1RUj DI 0HDVIj RQHJ HIUHWV FDQJ EH
FDUULHG{ WKURX.JKy D GRPDLQJ DI IKDI 0HYHOj Ry VHUYLFH IRy D00j HIUHVV) SRLQWVI{ , I Dj SDUILFXODUJ P XOILFDVI
EUDQFK KDVJEHHQ{VXEVFULEHG{IRY DIYEHVIBH1 IRUI ZKHQy X SVIHD PJEUDQFKHV{DUHj O DUNHGH{LIY ZLOOIKDYH{LIV
ELIj VHINLQJV{ FOHDUHGY EHIRUHJ LIy FURVVHV{ IKHy ERXQGDUNIY 7KHj LQIRUPDILRQj UHTXLUHG] IRUj IKLV{ 10RZ
LGHOQILILFDILRQ{LV§XVHGYIR{DX.J PHQIIKH{H [ LVILQIJVIDIHJIK DILV{DOUHDG \jNHSIYRQJIKLV{ I0RZJEHFDXVH{LILV{D
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DORQJJIKH{HQILUHJHQGAIRSHQGJSDIKi

5693 PHWDJIHV{VHQIIRIOHDIjURXIHUVYE\JKRVIV{FDQJEH{LQIHUFHSIHGIDQG{VHQIIRJIKHjORFDOjGR PDLQIV
96967 KHj%9%) SURFHWHVJIKHj P HVD JHJDQGH{LIJIKHJUHT XHVIJLV{DSSURYHGH| IRUZDUGV{D P WD JHJIR{IKHJOHDI
URXIHUJIKDIVHIVGXS{DSSURSULDIHISHUSIORZ{SDFNHIGFODVVLILFDILR Qi P HVWDIHJVKRXOGDOVRYEH{VHQIIR{IKH
HIUHVVJ ERUGHUJ URXIHUJ IR} DGGJIR} IKHj DI JUHIDIHj O DUNHG{IUDI ILF§ DOORFDILRQ] IRUj SDFNHIjVKDSLQIJE\JIKH
3URILOHj OHIHUJRQYRXIERXQG{IUDIILFj5, IoV§ SRVVLEOHJIKDIIKLVYLVYDOZD\V{ VHIIRYIKH 1 X00§DORFDILRQi6) SQ
5693 PHWDJHj PXVIj EHJVHQIYDFURV{IKH/ERXQGDUNJIRyDGIDFHQH{ , 6 31Vj ERUGHUURXIHUi HLIKHUJ IURPJIKH
ORFDOJGR PDLQEVJERUGHUJURXIHUJRUj 1R PJIKHjORFDOj GRP DLQOV§ %9%i., IjIIKH , 6 3JLVDOVRYLP SIHPHQILQIIKH
5693 ZLIKj Dj %% DQGJ GLI13VHUY IUDPHZRUN LIV§ ERUGHUj URXIHUJ IRUZ DUGVY IKHj PHWDJIH{ IR} IKHj ,63)V
ORFD0jY69%i) S VLPLODUj SURFHVVYBIRY Z KDI KDSSHQHGJLQJIKH ILUVIy GR P DLQGj FDQJ EHFDUULHGIRXILQJIKHY , 63
GRPDLQifIKHQJDQj 569 3) PHVVDJIH) JHIV IRUZDUGHGIRYIKHJ Q[ , 63§ DIRQJ{IKHj SDIKij , QVLGHj Dy GRPDLQ;
SDFNHIVJDUHJ VHUYHG{ VROHONJ DFFRUGLQJY IR} IKH) O DUNHGY ELIVI{ 7KHj 0RFD0j %%j NQRZVH [ DFIO\{KRZy P XFK
3UHPLXP{IUDIILF{LV{ SHUP LIHGIR{HQIHU} DI HDFK{ ERUGHUjURXIHU/DQG{ IUR P Z KLFKYERUGHUJURXIHUSDFNHIV
HLIj

Ci{SHFRP PHQGDILRQV

7KLVj GRFXPHQIj KDVj SUHVHQIHG] Dj UHIHUHQFHj DUFKLIHFIXUHj 1RUj GLITHUHQULDIHG] VHUYLFHVij 6HYHUDO
YDULDILRQVY FDQj EHj HQYLVLRQHGHj SDUILFXODUON IRUj HDUONj DQG{ SDUILDOj GHSOR\PHQIVj EXIj ZHj GRj QRI
HQXPHUDIH{ D00y R I IKHVH; YDULDILRQV§ KHUH{ 7 KHUHy KDV§ EHHQJ Dy JUHDI P DUNHIj GHPDQG} IRUj GLI IHUHQILDIHG
VHUYLFHV ODIHONT{ S5Vj RQHJ RI IKH) PDQNJ HIIRUIV IRj PHHI IKDIy GHPDQG] WKLV{ GUDII VNHIFKHV) RXI IKH
IUDPHZRUNJRI{ Dy 10H [LEOHJDUFKLIHFIXUHJ IRUJ R THULQJY GLITHUHQULDOj VHUYLFHVE DQGLQ) SDUILFXODUJ GHILQHV{D
VLPSO0Hj VHIj RIj SDFNHIj IRUZDUGLQJ} SDIKj PHFKDQLVPV{ IRy VXSSRUKj IZR§ EDVLF] INSHV{ RIj GLI IHUHQILDO
VHUYLFHVi SOIKRX JK{IKHUH] UHP DLQJ DJ QX P EHUJRIJLVVXHV{ DQG{ SDUDP HIHUV{IKDIQHHG I XUIKHUJH [ SORUDILRQ
DQGy UHILQHPHQIj ZHj EHOLHYHy LI LVj ERIK} SRVLEOH] DQG{ IHDVLEOH DIfj IKLVY ILPHy IR} VIDUI GHSOR\PHQI R
GLITHUHQILDIHG) VHUYLFHV} LQFUHPHQIDOON) YLUIj JLYHQJ IKDI IKHj EDVLFj PHFKDQLYPVY UHTXLUHGY LQj IKH
SDFNHIj IRUZDUGLQJY SDIKj DUHJ FOHDUONY XQGHUVIRRGHj ERIKj SWXUHG) DQG{ 3UHPLX P VHUYLFHV{ FDQj EH
LPSIHPHQIHG{ IRGD\{ ZLiIKy PDQXDO0\j FRQILIXUHG] %%V} DQG§ VIDILF{ UHVRXUFHj DIORFDILRQ , QLILDOON] ZH
UHFRP PHQGj FRQVHUYDILYHj FKRLFHV{ RQy IKHj DPRXQIj RIj ODUNHG] IUDIILFj WKDI LVj DGPLIHGY LQIRY IKH
QHIZRUNi{6HFRQGI| ZHj SODQJIRFRQILQXH{IKHJHI I RUIVIDUIHG) ZLIK{IKLV{GUDIIDQGHIKHjH [SHULPHQIDY ZRUN
RIj WKHj DXUKRUV] IR} GHILQHj DQGJ GHSOR\{ LQFUHDVLQJON VRSKLVILFDIHG{ %%Vij = Hy KRSHJ IRy IXUQ) IKH
H[SHULHQFH JDLQHG{ IURPY LQ3SURJIUHVV{ ILULDOY LPSOHPHQIDILRQV) RQj (61 HIj DQG§ &5, 51§ LQIR] IXIXUH
SURSRVDOVIIR{IKHY, (7))

) XIXUH{UHYLVLRQU{R IjIIKLV§GUD I ZL00j SUHVHQIIKHjUHFHLY HUEDVHG DQGJ P XOILFDVI10R Z DOORFDILRQ{LQ
GHIDLOT} S5 IWHUJ WKLV§ VIHS LV§ ILQLVKHG ZHj EHOLHYH{ IIKHy EDVLE§ SLFIXUHJ R 1§ DQJ VFDODEOH) UREXVIj VHEXUH
UHVRXUFHjPDQDJIHPHQIDQGIDIRFDILRQIVAVIHP ZLOEH{FRP SOHIHG}, QJIKLV{GUD I Z HiGHVFULEHGIKR ZiIKH
SURSRVHG{ DUFKLIHFIXUH] VXSSRUIV§ 1Z Ry VHUYLFHVY IKDI VHHPY IR} XV§ IRy SURYLGH] DIy OHDVI D JRRGy VIDUILQJ
SRLQIj IRUJHULDO GHSORNPHQIRI§ GLI THUHQILDIHG)VHUYLFHVij 2 XUj PDLQJLOIHQILV}IR} GHILQH/DQj DUFKLIHFIXUH
ZUIK{ IKUHH] VHUYLFHVA 3UHPLX P SVWXUHG DQG] %6HVI HIIRUI} UKD FDQJ EHj GHIHUPLQHG{ E\J VSHFLILF ELIS
SDIHUQVAEXHQRIIR} SUHFOX GHJDGGLILRQDOjOHYHOV R 1y GLI IHUHQILDILR Q) ZLIKLQJHDFK{ VHUYLFHif iy VHHP V{IKDI
P RUHJH [ SHULP HQIDILRQJDQG{H [ SHULHQFH{LV{UHT XLUHGJEHIRUHjZ HjFRX0G)VIDQGDUGL] HyP RUHJIKDQJRQHjOHYHO
SHUVHUYLFHj FODVVij 2 XUj EDVHBOHY Hoy DSSURDFK{ VDN V{ IKDIyHY HUNRQHy KDVY IRy SUR YLGH GDIj 0HDVIIG SUHPLX P
VHUYLFH/DQG{SVVXUHG)VHUYLFH/DV§GRFXPHQIHG] = HjIHHOJUDIKHUjVIURQJION|DERXIFERIK{ 1 6fIKDI ZHjVKRX0G
QRIFIUNJIR{GHILQHi DIIKLVJILP HijVR PHIKLQJJ EH\RQG{IKH) PLQLP DOLVI§IZ RjVHUYLFH{DSSURDFK{DQGy &6§IKDI
WKH{ DUFKLIHFIXUHy ZHj GHILQH) PXVIj EHj RSHQSHQGHG VRY IKDIj PRUHJ OHYHOV{ R1y GLITHUHQILDILRQY PLIKI EH
VIDQGDUGLTHG{LQJIKH{ I XIXUHi = HYEHOLHY HJIKLVjDUFKLIHFIXUHJLV{FR P SOHIHONjFRP SDILEOH] ZLIK{DSSURDFKHV
WKDIjZRX0GJGHILQH{P RUHJOHY HOVJR 1jGLI THUHQILDILRQj ZLIKLQYDYSDUILFXODUJVHUYLFHALIAIKHJEHQHILIVJRIjGRLQJ
VRJEHFRPHjZHI0jXQGHUVIRRGT
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&i/SFNQRZHGI PHQIV

7KHj DXIKRUV] KDYHy EHQHILIHG{ 1URPY PDQ\J GLVFXVVLRQVij ERIKy LQJ SHUVRQ) DQGJ HHFIURQLFDOONY DQG
ZLVK{ IRy SDUILFXODUONJIKDQNJ ™ DYHj &ODUN{ ZKRy KDV} EHHQ{ UHVSRQVLEOH] IRUJIKH} JHQHVLVfRIy PDQNJRI{IKH
LGHDV) SUHVHQIHG{ KHUHGIKRX JKJKHj GRHV QRI DIUHH) ZLIKj DO R IIKHJFRQIHQIYRIJIKLYYGRFXPHQIij = HjDOVR
IKDQNJBDION} )OR\G/IRUJFRP PHQIVJRQJDQJHDUILHUJGUDINijS{FRP PHQIIUR Pj-RQj&URZ FURINjZDV{SDUILDOON
UHVSRQULECH/IRURXUJLQFOXGLQJIJVHFILRQy&i§ &R P PHQIV{IUR P UHG{YDNHUJPDGH{XVIUNJIR] P DNHJLIFOHDUHU
WKDIZ HjDUHJGHILQLQIIZ RYEDVHEOHY HOpVHUY LFHVALUUHVSHFILY HR IIKHJELISDIHUQVIXVHGJIRHQFRGH{IKHP T

&ij6HFXULIN&RQVLGHUDILRQV
7KHUHJDUHJQR{VHFXULINJFRQVLGHUDILRQV/DVVRFLDIHG ZLIK{IKLVYGRFX PHQI

>16) ™ i &ODUNF OB GGLQJ BHUYLFH) = LVFULPLODILRQYIRJIKH] , QIHUQHIOA 3URFHHGLOJVY RIJIKH) 8EUG) SQQXDO
7HHFRP PXQLFDILRQV/3RILF\SHVHDUFK{&RQIHIHQFH)57 35 &SiBRIRPRQVIO ™ i 2FIREHUfT 4481

>80 9if -DFREVRQij 0 ™ LIHUHQILDIHG{ GHUYLFHV) SUFKLIHFIXUHO IDONJ LQJ UKH) ,QIBEHUY{ = <y DI IKH
OXQLFK}, (7)HSXIXVIfi &t

>80 ™ j&IDUNJDQGY-ij = URFIDZVNLijIBQ)SSSURDFKYIR|BHUYLFH/SS00RFDILRQ{LQJIKH], QUHUQHIG, QIHUQHI
= UDIWGUDIVEFODUNAGLIIAVYFADOORFT Till[ij-XONy i &z DOVRYIDINJEN ™ i &ODUNJLQJIKHY , QIBBHUY{ = *yDIjIKH
OXQUFKJ, (7)HSXIXVIif adi

>68/%UDGHQ] HIif DUt (5 HFRP PHQGDILRQVYRQj 4 XHXHj ODQDJIHPHQIj DQG &RQIHVILRQ) $YRLGDQFH;LQ
WKHY, QIHUQHIGHS ) &j&6 T &S SULOifi 48

>68) %UDGHQY Sifly =KDQUJ /iy %HUVRQi Gifiy +HUJRJF 6ij DQG) 6if -DPLQij ASHVRXUFHj SHVHUYDILRQ
3URIRFROj65 69 308§ QHUVLRQY ) XQFILRQDYESHFLILFDILRQUS ) &{&6 T &6 HSIHP EHUiji Aazi

>80/ 61 )OR\G{DQG} Qij -DFREVRQij ./LQN3VKDULQJJDQG) SHVRXUFHj ODQDIHPHQI ORGHOV] IRUj 3DFNHI
LHIZRUNVDIj, ( ( (1$&Oj7UDQVDFILRQVRQ) LHIZRUNLQJjSSIBCed8ACHBXIXVIfT Aadi

>cA) ™ ij&IDUNGJSULYDIH{FRP PXQLFDILRQi| 2 FIREHUj& G Ad

>@B{0BGYDQFHG)4RG{BHUYLFHV{IRUIKH], QIHOOLIHQIY, QIHUQHIGH&LVFRYG\VIHPV] = KLIHj3DSHUi i A&z

>&8) = URFODZVNLI -iiif (6 SHFLILFDILRQJ RI{ IKHj &RQIROHG3/RDG{ LHIZRUNj (CHPHQIj 6HUYLFH 5) &
BETTH6HSIHPEHUfT &

>48) 6KHQNHUi 6t 3DUILUGIHif &ij DQG) 5if *XHULQH) 06SHFLILFDILRQY RIj *XDUDQIHHG] 4XDOLIN] RI
BHUYLFHOMS ) &jE&1 &ijBHSIHPEHU/ 44

>1 76y ™ ij &IDUNjDQG) = if )DQJj 0 [SOLFLIj SOORFDILRQ) RIj %HVIj (1IRUIy SDFNHIj ™ HOLYHUNJ 6HUYLFHGA
, (((1$80j7UDQVDFILRQVIRQj L HIZRUNLQJBXIX VI i 4447 ORIGH 1 RjéijSSijecéséméijDIVR)DIA
KINSETTGLI IVHUYiOFVIPLITHGXT3DSHUVIH [ SSD0RFIGGFIZITSGI

SXIKRUVE)SGGUHVVHY
- DIKOHHQJLLFKROV 9DQj-DFREVRQ
&LVFRIB\VIHPVi{, QFi &LVFRIB\VIHPVij, QFi
60Qj-RVHij&.Bjaeieédizic 6DQj-RVHij& Bjaci eésizic
3KRQHié Tadeedcaeen
(PDLU#j{NP Q#FLVFRIFRP (PDLO#YDQ#FLVFRIFRP
/L[LDj=KDQJ
8&/%
88T *%RHOIHUj+D0)

/RVISQIHHVESijaTTae
3KRQHJET Taaeedecae
(PDLOA0L[LD#FVIXFODIHGX
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BSSHQGL[3/B{&RPELQHG|SSSURDFKJHIR] ™ LI IHUHQILDOJBHUYLFH{LQ{HKH], QIHUQHIVEN ™ DYLGY ™ if
&ODUN

SIHUIKHGUDIIBQLFKROVAGLI13VYF3 T T ZDVVXE PLIHGHIKH]FRADXIKRUVIKDGDGLVFXVWLRQJZLIK] = DYHj&IDUN
DQG{ -RKQj = URFIDZVNL] ZKLFKJUHVXOIHG{ LQj &ODUNGVY XVLQJ{IKH) SUHVHQIDILRQ{ VORI IRUJHKH) GUD I DI IKHj = HFHPEHU
1483, (7)), QIHIUDIHGBHUYLFHV) = RUNLQJJ*URXS{ PHHILQJij S{UHDGLQIJRIIKH}VOLGHVVKR Z V{IKDILI ZDVj &IDUNGV
SURSRVDOj RQj &P HFKDQLYP Vi GVHUYLFHVEHf DQG{ GUXOHVE) DQGY KRZIR] SURFHHG{ LQJIKH) VIDQGDUGV) SURFHVV{ IKDI KDV
JIXLGHG)PXFK{RIjIKH)SURFHVVJLQ{IKHjVXEVHTXHQION IRUPHGY, (7)) ™ LI HUHQILDIHGYGHUYLFHV) = RUNLQJJ*URXSi =
EHOLHYHj ™ DYHj &ODUNEV{ IDONj IDYHj XV§ Dj VROLG§ DSSURDFK{ IRUj EULQILQJ TXDOLIN{ R1j VHUYLFHJ WR{ UKHj , QUHUQHI LQ} D
PDQQHUIKDILV{FRP SDILEOH)ZLK{LIVVIUHQIIK\V

7KHVOLGHVJSUHVHQIHGYDIIKH ™ HFHP EHUi &), (7)), QIHIUDIHGJBHUYLFHV) = RUNLQJjURXS{IRNRZ
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A combined approach to differential service in
Internet routers

David D. Clark
M.L.T. Laboratory for Computer Science
IETF
December 1997

DDC MIT Lab for Computer Science 12/97

Slide 1

The purpose of this talk

Describe mechanisms in routers (and elsewhere) that can
form the basis of a range of application services.

(Specifically) describe a combination of two schemes
presented at the last IETF -- “Van’s scheme” and “Dave’s
scheme”.

DDC MIT Lab for Computer Science 12/97

Slide 2
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Proposal for action -- what do we do now?

Select some suitable mechanisms.
* General
* Implementable

Provide illustrations of how these are used to provide
services.

Define how bits are used to select the mechanisms.

DDC MIT Lab for Computer Science 12/97 Slide 3

Vocabulary

What is implemented in a specific “box” (router, profile meter)
we will call a mechanism with certain behavior.

What the user obtains, overall, by the specific use of these
mechanisms, we will call a service.

In order that a mechanism can be used to build services,
there must be enforced rules that limit how it is used.

DDC MIT Lab for Computer Science 12/97 Slide 4
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The three (important) places where mechanism is
implemented

The router (the point of congestion)
* Mechanism controls scheduling during congestion, etc.
Boundaries between networks

* Mechanism verifies usage patterns, tags packets,
shapes flows, logs usage, etc. Enforces the rules.

End node -- source and destination
» Generates/sinks traffic
» Uses the mechanisms in ways that realize the service.

These parts, working together, can make a range of services
out of the core mechanisms.

DDC MIT Lab for Computer Science 12/97 Slide 5

The placement of mechanism

DDC MIT Lab for Computer Science 12/97 Slide 6
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Specifics
Router mechanism Profile meter mechanism Resulting service
Queue with higher Token buffer with Emulation of fixed
priority than other constant rate output. capacity circuit
queues.
Queue with RIO Tags packets in or out Allocated capacity profiles
dropper. based on usage profile.
Host tagging of coded Application-controlled
video (for example). drop preference

DDC MIT Lab for Computer Science 12/97 Slide 7

A note on traffic meters

Meters enforce the rules.

Different rules at different points
* Between two ISPs -- enforce bulk contract for access to

“mechanism”.

Meters exploit the mechanism to obtain the desired service.

» Applies to meter near (at) the end-point.
* Meters inside the network do not need to know what the
application-visible service is.

DDC MIT Lab for Computer Science 12/97 Slide 8
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Conclusion for mechanisms

These two mechanisms (priority and RIO dropping) are not in
conflict. Both can be implemented at once.

There seems to be a demand for the services that can be built
from both mechanisms.

So -- put in both, and allow both sorts of services.

| named a specific dropping mechanism -- RIO dropping.

Claim: if a mechanism is to be used with a range of meters to
produce a range of services, the mechanism itself needs to
be carefully defined.

DDC MIT Lab for Computer Science 12/97 Slide 9

How to use bits in header of packet

Option 1: bits describe service.
Option 2: bits select/control mechanism .

My proposal: use bits to select/control mechanism. Why?

» Many more services than mechanisms. Run out of bits
sooner if select services.

* New services invented all the time. Don’t want to
standardize them.

* Don't need/want to know what service is in “middle” of
net if mechanisms work properly.

The “aggregate and forward” model, rather than the
“segregate and bill” model.

DDC MIT Lab for Computer Science 12/97 Slide 10
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Drawbacks -- selecting mechanism using header bits

A service might be built from different mechanism in different

parts of the net.

Some services may be so universal that it is helpful to have a

name for them.

When hoarding bits, it is better to be thoughtful than dogmatic.

DDC MIT Lab for Computer Science 12/97

Slide 11

Using bits to select mechanism.

A framework:
* Two parts:
—Mechanism selection.

— Per-packet control over what mechanism does.

» Mechanism:
— Priority Queue
— Queue with RIO dropper
» Per-packet control:
— Priority -- nothing
— Drop preference -- is this packet in or out

DDC MIT Lab for Computer Science 12/97

Slide 12
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Bits in the header

My proposal
* Use a TOS value to select the mechanism..

» Use one or more precedence bits to select the per-
packet treatment within the mechanism.

DDC MIT Lab for Computer Science 12/97 Slide 13

How many drop levels?

| proposed two drop preferences: in and out.

» Don’t specify more unless it is proven that less will not do.
Why more?

* In military nets, where capacity may change wildly due to

network attack, it may be important to shed load in
several steps.

» For commercial nets, which are normally provisioned in a
conservative way, no clear evidence that having more
levels provides an increased range of interesting services.

Multiple drop levels, combined with specific rules for use, can
create specialized services. See the Kaveli proposal.

DDC MIT Lab for Computer Science 12/97 Slide 14
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) X00/&RS\ULIKIBHDIHPHQI
{ii&RS\ULIKI6&0§ 7 KHj, QIHUQHITBRFLHIN3 T 44461 jS0jSLIKIVSHVHUYHGT

{1 7 KLVjGRFX PHQIYDQG{IUDQVODILRQV{R LIy PD\j EHjFRSLHGIDQG) I XUQLVKHGIRJRIKHUViDQGGHULYDILYH
ZRUNV{IKDI FRP PHQIj RQj RUj RIKHUZLVH} H [ SODLQJ LIy RU/ DWLVILQJLIVjLP SIHPHQIDILRQ) P D\ EHj SIHSDUHGS
FRSLHGH} SXEOLVKHG{ DQGJ GLVILLEXIHGHLQj ZKROHj RUjLQj SDUI ZLIKRXIUHVILLFILRQj R1yDQ\J NLQGH SURYLGHG
WKDIIKHJDERYHjFRS \ULJIKIQRILFHJDQGIKLV{SDUDIUDSK{DUHjjLQFOX GHGJRQIDOOVXFKYFRSLHV{DQGGHULYDILYH
ZRUNVifj+RZHYHUiIKLV§GRFX PHQILIVHOI PD\JQRIJEH PRGLILHGILQIDQNj ZD\ijVXFK{DWEN\JUHPRYLQIJIKH
FRS\ULJKIj QRILFHJ RUj UHTHUHQFHV{ IR§IKH] , QIHUQHI GRFLHIN RUj RIKHUJ , QUHUQHI RUIDQL] DILRQVEy H[FHSI DV
QHHGHG{ IRUJ IKHj SXUSRVHj R1j GHYHORSLQJ] , QIHUQHI) VIDQGDUGVY LQj ZKLFKj FDVHj IKHj SURFHGXUHV{ IRU
FRS\ULJKIVJGHILQHG{LQ{IKH] , QIHUQHI BIDQGDUGV) SURFHVVJ P XVIJEH] IRIR ZHGHRUJDVUHT XLUHG{IR{IUDQVODIH
LILQIRJODQIXDIHVIRIKHUAIKDQJ (QIOLVKi

fii

7KHjOLPLIHG{ SHUPLVVLRQV§. JUDQIHG{DERYHj DUHj SHUSHIXD0JDQG} ZL00j QRIEH{UHYRNHG ENJIKH] , QIHUQHI
BRFLHINJRULIV{VXFFHWRUVRUDWLIQVT

) 7KLV§ GRFX PHQIYDQG) IKHjLQIRUP DILRQ FRQIDLQHG] KHUHLQ{LVj SURYLGHGJRQyDQj 156§ , 61/ EDVLV{DQG
7+( ,17(5L(7) 62&,(7<) $1) 7+( ,17(51(7) (1*,1((5,1% 7$6.] )25&(
" ,6&/%$,06] $//] = $55%17,(6i (;35(66j 25/ ,03/,("ij ,1&/8",1%j %87) 127
/,0,7("{72)$1<) = $55$17<|7+$7)7+ (/86 (j2)|7+(},1)250$7,21j+(5( 1) = ,//
127) ,1)5,1*%( $1<j 5,*+76) 25/ $1<j ,03/,("j =$55$17,(6/ 2)
O(5&+$17$%,/,7<|25(),71(66{) 25|$|3$57,&8/$5385326 (i

BFNQRZIHGIHPHQW
{ii) XQGLQIJIRUIKH{'S ) & (CLIRUJIXQFILRQILVJFXUUHQIONJSURYLGHGIE\JIKHY, QIHUQHIYBRFLHIN
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