


RFC 1279 X.500 and Domains November 1991

1 The Domain Name System

The Domai n (Nameserver) System(DNS) provi des a hi erarchi cal resource
l abel l i ng system[Moc87a] [ Moc87b] [ Lar83] . Exampl e domai ns are:

MIT.EDU

VENERA.ISI.EDU

CS.UCL.AC.UK

Entri es usual l y have a s i ngl e name, al though poi nters to entr i es (not sub-
trees) may be provi ded by CNAMErecords . I nf ormati on (resource records)
i s associ ated wi th each entry. Name components are typi cal l y chosen to be
short i sh (e. g. , \CS").

RFC822 mai l box names are cl osel y rel ated [ Cro82] . For exampl e:

<S.Kille@CS.UCL.AC.UK>

The l ocal - part of the RFC822 mai l box can be consi dered as one l evel l ower
i n the domai n hi erarchy.

2 X.500

The OSI Di rectory, usual l y known as X. 500, provi des a very general nami ng
f ramework [ CCI 88] . Abasi c usage of X. 500 i s to provi de Organi sat i onal l y
Structured Names. ASchema f or thi s i s de�ned wi thi n the standard. Name
components wi l l typi cal l y have l ongi sh val ues . Thi s i s an exampl e di rectory
name represented i n Tabul ar f orm:

Country GB
Organi sat i on Uni vers i ty Col l ege London
Organi sat i onal Uni t Computer Sci ence
Common Name Stephen E. Hardcast l e- Ki l l e

Thi s can al so be wri tten i n the \User Fri endl y Name" notat i on de�ned i n
[ HK91] . Thi s syntax i s used f or names i n the rest of thi s document:

Stephen E. Hardcast l e- Ki l l e, Computer Sci ence,
Uni vers i ty Col l ege London, GB

Thi s type of structure i s termed \organi sat i onal X. 500". Thi s i s a subset of
the general capabi l i t i es .
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3 The basi c model

X. 500 has as much rel at i on to the DNS as DNS has to ARP.
Paul Mockapetris

Thi s i s , essent i al l y, the posi t i on adopted here. The basi c model i s that
organi sat i onal X. 500 i s provi di ng a l ayer of nami ng at the l evel above domai n
names. These structured names can be consi dered to f orma nami ng l ayer
above domai n names. There are the f ol l owi ng key di �erences :

� Organi sat i onal X. 500 tends to use l onger and more descr i pt i ve val ues

� The organi sat i onal X. 500 DITi s s l i ghtl y shal l ower than the DNS tree

� X. 500 has a r i cher i nf ormati on f ramework than DNS

These di �erences suggest that the f ol l owi ng shoul d NOTbe done:

� Represent X. 500 i nf ormati on i n the DNS

� Have an al gor i thmi c mappi ng between the two hi erarchi es

Thi s note proposes to represent DNS i nf ormati on i n the DIT, and to provi de
f or a l oose coupl i ng between the two trees . Thi s note does not propose an
equi val enci ng of X. 500 and Domai ns.

The proposed model i s i l l ustrated i n Fi gure 1. Both an organi sat i onal and
domai n structure i s represented i n the DIT, by use of appropri ate object
cl asses and attr i bute types . A weak l i nkage i s provi ded between the two
parts of the tree by use of speci al attr i butes . Here, the l i nkage i s 1: 1, but i t
may be more compl ex f or some parts of the organi sat i onal DITor domai n
namespace. The l i nkage i s achi eved by use of speci al attr i butes , as descr i bed
i n Sect i on 11.

4 Representi ng Domai ns i n X. 500

Domai ns are at the l evel bel owX. 500 names of the f ormi l l ustrated i n the
previ ous sect i on. However , i t i s al so poss i bl e to use X. 500 i n other ways.
I n part i cul ar , there are bene�ts f romrepresent i ng Domai ns i n X. 500. Note
that thi s i s very di �erent to equi val enci ng, as no attempt i s made to repre-
sent X. 500 i nf ormati on wi thi n the domai n scheme. There are the f ol l owi ng
potenti al advantages :

� Domai n Servi ces (DNS and NRS) coul d be repl aced wi th an OSI ser-
vi ce (some may not vi ew thi s as an advantage) . Thi s i s part i cul ar l y
attract i ve f or OSI servi ces , where use of a non-OSI di rectory may be
i nappropri ate.
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Domai n Component=S. Ki l l e

Common Name=Steve Ki l l e

Org Uni t Name=Computer Sci ence

Organi sat i on Name=Uni ver i sty Col l ege London

Country Name=GB

Domai n Component=CS

Domai n Component=UCL

Domai n Component=AC

Domai n Component=UK

Fi gure 1: Exampl e X. 500 tree

� For I nternet s i tes , access to domai n i nf ormati on (beyond MXrecords)
coul d be provi ded f or systems regi stered remotel y. For UKAcademi c
Communi ty s i tes , access to domai n i nf ormati on f or domai ns not regi s -
tered i n the NRS coul d be gi ven. For s i tes nei ther on the I nternet nor
i n the UKAcademi c Communi ty there wi l l usual l y be even more of an
advantage, as they usual l y have very l i mi ted i nf ormati on on domai ns .

� Assumi ng that i nf ormati on i s downl oaded f roman X. 500 database
i nto a DNS or NRS system, the remote management f aci l i t i es of X. 500
coul d be used. Thi s i s poss i bl e because of the extra secur i ty f eatures
of X. 500.

Note: For i ni t i al work, the converse s i tuat i on of i nf ormati on bei ng
mastered i n Domai n Databases and upl oaded i nto the X. 500 DIT
i s more l i kel y.

� User access to the domai n data, and i n part i cul ar searchi ng, coul d be
provi ded. Thi s woul d al l owusers to browse the domai n namespace,
and to determi ne i nf ormati on associ ated wi th the domai ns .

� The X. 500 f ramework woul d al l owf or addi t i onal management i nf or-
mati on to be stored, and to rel ate the domai n names i nto a more
compl ex structure of i nf ormati on. For exampl e, thi s mi ght al l owf or
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the managers of a systemto be i denti �ed, and i nf ormati on on howto
contact the manager .

� Af aci l i ty to map RFC822 mai l box i nto a Di rectory Name (and thus
access other user i nf ormati on on the basi s of thi s key) coul d be pro-
vi ded. Thi s may be usef ul f or the user to determi ne i nf ormati on about
a message or i gi nator .

� Thi s techni que may be usef ul to f aci l i tate i ntroduct i on of secur i ty, as
i t wi l l enabl e cert i �cates to be associ ated wi th domai ns and mai l boxes .
Thi s may be very usef ul f or the pri vacy enchanced mai l work [ Li n89] .

5 Representi ng Domai n Names

Anewattr i bute syntax i s de�ned:

CaseIgnoreIA5StringSyntax ATTRIBUTE-SYNTAX

IA5String

MATCHES FOR EQUALITY SUBSTRINGS ORDERING

Anewattr i bute and two newobj ect cl asses are de�ned:

DomainComponent ATTRIBUTE

WITH ATTRIBUTE-SYNTAX caseIgnoreIA5StringSyntax

SINGLE VALUE

Domain OBJECT-CLASS

SUBCLASS OF top

MUST CONTAIN {DomainComponent}

MAY CONTAIN {AssociatedName,

organizationName,

organizationalAttributeSet,

manager}

RFC822Mailbox OBJECT-CLASS

SUBCLASS OF Domain

MAY CONTAIN {commonName,

surname,

description,

telephoneNumber,

postalAttributeSet,

telecommunicationAttributeSet }

Note that the attr i bute AssociatedName i s de�ned i n Sect i on 11. The man-
ager attr i bute i s de�ned i n the COSINE and I nternet nami ng archi tecture
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[ BHK91] . I t al l ows a manager to be associ ated wi th the domai n, whi ch
i s usef ul where the manager of the domai n i s di �erent to the manager of
the obj ect de�ned by the AssociatedName. Thi s wi l l al l owany domai n to
be represented i n an X. 500 hi erarchy. The l ocal part of an RFC822 mai l -
box i s treated as a speci al sort of domai n component, and so these can be
represented i n the tree as a natural extens i on of the hi erarchy.

For exampl e, consi der the mai l box S. Ki l l e@cs. ucl . ac. uk. Thi s wi l l l ead to
the f ol l owi ng structure i n the DIT:

Obj ect Cl ass RDNType RDNVal ue

Domai n Domai nComponent UK

Domai n Domai nComponent AC
Domai n Domai nComponent UCL
Domai n Domai nComponent CS

RFC822Mai l box Domai nComponent S. Ki l l e

Thi s can be represented i n User Fri endl y Name f ormat as :

DomainComponent=S.Kille, DomainComponent=CS, DomainComponent=UCL,

DomainComponent=AC, DomainComponent=UK

Note that the RFC822Mai l box Obj ect Cl ass i s a subcl ass of Domai n.

Some attr i butes are al l owed to be associ ated wi th these obj ects . There may
be other addi t i onal management attr i butes whi ch i t i s usef ul to de�ne (e. g. ,
Machi ne Type, Owner, Locat i on etc. ) . Thi s al l ows some i nf ormati on whi ch
trul y bel ongs to the domai n to be represented there. I t al so al l ows f or f urther
i nf ormati on to be associ ated wi th the domai n/mai l box when there i s not a
rel evant part of the organi sat i onal l y structure DITto be poi nted at. When
there i s an associ ated part of the DIT, i nf ormati on f romthat part of the
DITshoul d not be dupl i cated i n the domai n entry.

6 Wi l dcards

Wi l dcards are supported by havi ng "*" as a speci al domai n component
name. I f there i s a need to emul ate wi l dcard matchi ng usi ng the di rectory,
the f ol l owi ng al gor i thmmust be empl oyed. For exampl e, the wi l dcard entry
f or *.*.PODUNK.COM woul d be represented i n the DITas:

DomainComponent=*, DomainComponent=*,

DomainComponent=MIT, DomainComponent=COM

I f A.B.PODUNK.COM i s l ooked up i n the di rectory, the query wi l l f ai l and i ndi -
cate that two components are matched. Asubst i tut i on shoul d be made, and
*.*.PODUNK.COM l ooked up expl i ci t l y to i denti f y the associ ated i nf ormati on.
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7 DNS Informati on

DNS i nf ormati on can be associ ated wi th an entry i n the DIT. I t i s i mportant
that thi s i s done i n a manner whi ch i s exact l y equi val ent to the i nf ormati on
stored i n the DNS. Thi s wi l l al l owthe DITto have i nf ormati on l oaded f rom
the DNS or vi ce versa. Al l (authori tat i ve) records associ ated wi th a domai n
wi l l be stored i n the DIT. There i s no attempt made by the OSI Di rectory
to emul ate DNS cachi ng or TTL handl i ng. I t i s assumed that the master
entr i es are mai ntai ned by use of DNS Zone Transf er (or equi val ent), and that
they can be treated as authori tat i ve. There i s a need to de�ne an attr i bute
syntax whi ch represents a DNS record. Thi s then al l ows DNS records to be
stored i n the DIT. There are three poss i bl e encodi ngs of thi s record:

ASN.1 Enco de d Thi s i s the most natural approach i n terms of X. 500.
However , i t woul d requi re al l users of thi s servi ce to handl e the new
syntax, whi ch woul d be awkward. There i s a probl emwi th handl i ng
the resource f ormat i n a general manner .

DNS Bin ary En c o d e d Use the f ormal l y de�ned record syntax. Thi s woul d
be conveni ent f or access to the data by DNS rel ated sof tware, but
woul d be an awkward encodi ng f or i ndependent X. 500 DUAs.

Te xt e n c o d e d Use of a text encodi ng der i ved f romthe DNS speci �cat i ons .
Thi s i s strai ghtf orward to map onto DNS protocol , and easy to support
i n a na�ve X. 500 DUA. Thi s approach i s chosen.

The syntax i s de�ned i n IA5 characters . The BNF of the record uses the
de�ni t i ons of sect i on 5. 1 of RFC1035. I t i s

<rr> [ ";" <comment> ]

Three exampl es of thi s ( f or domai n C. I SI . EDU) mi ght be:

500 A 10.1.0.52 ; Basic address record

IN 600 MX 10 VENERA.ISI.EDU. ; MX record

600 IN MX 10 VENERA.ISI.EDU. ; MX record - other order

Note that:

� The cl ass and TTLmay be i n ei ther order ( f ol l owi ng RFC1035)

� The cl ass def aul ts to IN

� Domai ns must al ways be f ul l y speci �ed (i . e. , master �l e abbrevi ate
rul es are not used) .

� The TTL f or a record must al ways be present (thi s saves l ooki ng at
the parent entry to �nd the SOArecord) .
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� Records (e. g. , SOA) may be mul t i l i ne. Li nes shoul d be separated wi th
the two IA5 characters <CR><LF>.

CNAMErecords are mapped symmetri cal l y onto Di rectory Al i ases .

Thi s i s now de�ned i n terms of attr i bute and obj ect cl ass de�ni t i ons . A
si ngl e record type i s de�ned, as opposed to one attr i bute type per record
type. Thi s al l ows the de�ni t i on to not requi re extens i on when newDNS
Record types are de�ne. However , there i s some l oss of e�ci ency i f onl y a
s i ngl e record type i s needed, as �l ter i ng must be done by the DUA.

Si mi l ar l y, no di st i nct i on i s made on the basi s of DNS cl ass . Thi s means that
i f there are two cl ass hi erarchi es , that they must be represented i n a s i ngl e
DIT, and that i nf ormati on f or di �erent cl asses must be separated by DUA
�l ter i ng.

DNSDomain OBJECT-CLASS

SUBCLASS OF Domain

MAY CONTAIN {

DNSRecord }

DNSRecord ATTRIBUTE

ATTRIBUTE-SYNTAX IA5String

MATCHES FOR EQUALITY

Lookup of a domai n i s achi eved by transl at i ng i t al gor i thmi cal l y to a Di st i n-
gui shed Name (DN), and readi ng back attr i butes des i red. Thi s i nf ormati on
can be managed and searched i n a strai ghtf orward f ashi on.

The i nf ormati onmay al so be downl oaded i nto a DNS database. Thi s shoul d
be done by use of zone transf er . Atool to perf ormzone transf er ( i n both
di rect i ons) between a DNS Server and a DSAwoul dseemto be both strai ght-
f orward and usef ul . Thi s woul d be a key tool i n a transi t i on to X. 500 based
management of the DNS. I t woul d al so al l owa l arge part of the DNS names-
pace to be rapi dl y made avai l abl e i n an X. 500 pi l ot .

I nverse i nf ormati on can be der i ved by the usual IN-ADDRdomai n, whi ch
wi l l be represented i n the same manner i n the DIT.

8 NRS Inf ormati on

I nf ormati on associ ated wi th the UKNRS (Name Regi strat i on Scheme) can
be handl ed i n a s i mi l ar manner [ Lar83] . Thi s i s bei ng devel oped i n a separate
document by Al an Turl and.
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9 Appl i cati on Enti ty Ti tl es

I n many cases , Appl i cat i on enti t i es wi l l be cl osel y rel ated to domai ns . I n
some cases , i t may be appropri ate to gi ve Appl i cat i on Enti ti es names whi ch
are rel ated to the DNS part of the DIT. I n thi s case, the Domai n Name wi l l
be used to i denti f y the appl i cat i on, and the entry f or the domai n wi l l al so be
of obj ect cl ass Appl i cat i on Process . The chi l dren of thi s entry wi l l i dent i f y
Appl i cat i on Enti t i es , wi th names such as \FTAMServi ce".

10 Networks

I t i s cl ear l y usef ul to represent networks wi thi n the DIT. A short note on
howto do thi s i s gi ven here. I t i s l i kel y that thi s speci �cat i on wi l l l ater be
evol ved i n a separate document. Thi s de�nes an Obj ect Cl ass f or a general
network, and shows howi t can be subcl assed to de�ne technol ogy speci �c
networks.

Network OBJECT-CLASS

SUBCLASS OF TOP

MAY CONTAIN {

Manager,

Locality,

Description }

IPNetwork OBJECT-CLASS

SUBCLASS OF Network

MUST CONTAIN {AssociatedDomain}

The Network Obj ect Cl ass al l ows networks to be de�ned, and f or usef ul
attr i butes to be associ ated wi th the entry. Anetwork wi l l of ten appear i n
more than one organi sat i onal structure, and thi s l i nkage shoul d be achi eved
by use of al i ases . Thi s groupi ng can f aci l i tate management of networks .

The subcl ass IPNetwork mandates l i nkage i nto the DNS part of the DIT.
Thi s wi l l be represented i n the DIT usi ng the structures of RFC 1101
[ Moc89] . Both of the domai ns whi ch i denti f y the network shoul d be rep-
resented i n the Obj ect Cl ass . For exampl e, a network mi ght have the (user
f r i endl y) name:

UCL-Ethernet, University College London, GB

Thi s woul d have associ ated domai ns 0.0.40.128.IN-ADDR.ARPA and
UCL-ETHERNET.UCL.AC.UK. These woul d both have the anal ogous DITrep-
resentat i ons . For exampl e:

DomainComponent=0, DomainComponent=0, DomainComponent=40,

DomainComponent=128, DomainComponent=IN-ADDR, DomainComponent=ARPA
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11 Li nkage

There i s a need to associ ate the organi sat i onal X. 500 DIT and the DNS
tree. The obj ects represented are di �erent (Domai n 6=Organi sat i on; Person
6 = RFC 822 Mai l box). Theref ore al i as i ng i s not an appropri ate l i nkage.
However , i n many cases , there i s a l i nkage whi ch i s rather stronger than that
i mpl i ed by the seeAl so attr i bute. Theref ore, we de�ne newattr i butes , whi ch
represent thi s stronger cross- l i nkage. The same mechani smcan be used to
l i nk a domai ns wi th an Appl i cat i on Enti ty or an Appl i cat i on Process .

Li nks f romthe organi sat i onal X. 500 DIT to the DNS tree are provi ded by
a newattr i bute, whi ch coul d be present i n Organi sat i on or Organi sat i onal
Uni t entr i es .

ObjectWithAssociatedDomain OBJECT-CLASS

SUBCLASS OF top

MUST CONTAIN {AssociatedDomain}

AssociatedDomain ATTRIBUTE

WITH ATTRIBUTE-SYNTAX ia5StringSyntax

For exampl e, the organi sat i onal entry:

Uni vers i ty Col l ege London, GB

woul d have an attr i bute:

AssociatedDomain = UCL.AC.UK

Si mi l ar l y, an RFC822 mai l box attr i bute i s used to l i nk entr i es of Person
Obj ect Cl ass to thei r associ ated DNS entry. Thi s attr i bute i s de�ned i n the
Cosi ne and I nternet Nami ng Archi tecture [ BHK91] .

Conversel y, there are poi nters f romthe DNS represented tree i nto the or-
gani sat i onal X. 500 DIT:

AssociatedName ATTRIBUTE

WITH ATTRIBUTE-SYNTAX distinguishedNameSyntax

Thi s attr i bute i s associ ated wi th the Domai n obj ect cl ass .

Thi s entry i s used to provi de l i nkage f romthe DNS X. 500 Hi erarchy i nto the
organi sat i onal X. 500 hi erarchy. Where such entr i es do not exi st , attr i butes
i n the DNS entry (such as phone number) may be used. I t i s recommended
that i nf ormati on i s not dupl i cated. The pref erred setup i s f or the DNS
attr i butes to be rather skel etal , wi th poi nters i nto the organi sat i onal X. 500
DIT.

For exampl e, the domai n UCL. AC. UKwoul d be represented i n the DITas:
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Domai nComponent=UCL, Domai nComponent=AC,
Domai nComponent=UK

Thi s entry woul d have i n i t an Associ atedName attr i bute wi th val ue:

Uni vers i ty Col l ege London, GB

Thi s exampl e shows a si mpl e case wi th 1: 1 l i nkage. There are cases where a
domai n mi ght be associ ated wi th mul t i pl e organi sat i ons , or an organi sat i on
wi th mul t i pl e domai ns .

12 Concl usi ons and proposal s f or eval uati on

Experi ments shoul d be undertaken to determi ne the pract i cal i ty and uti l i ty
of thi s scheme, i n a pi l ot envi ronment. Aposs i bl e approach to thi s exper i -
mentati on i s descr i bed i n Appendi x A.

Obj ect I denti �ers have been ass i gned f or thi s purpose i n the Cosi ne and
I nternet Nami ng Archi tecture [ BHK91] .
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A Possi bl e Depl oyment Approach

Thi s appendi x notes a poss i bl e approach to depl oyi ng an exper i ment to
eval uate thi s mechani sm. The f ol l owi ng components of a poss i bl e exper i ment
are noted.

1. User tool . Thi s wi l l take a domai n or mai l box as i nput. Thi s wi l l be
l ooked up i n the DIT. Thi s tool shoul d be capabl e of :

� Attempti ng to correct user i nput

� Hel pi ng browsi ng

� Looki ng up i nf ormati on associ ated wi th the domai n (or mai l -
box) and associ ated name, i n part i cul ar the manager (of both
domai n and associ ated name) and i nf ormati on on the manager
(e. g. , phone number and mai l box).

� Suppl y DNS records

� Handl e IN-ADDR. ARPAi nverse l ookups i f suppl i ed wi th an IP
Address

� Look up networks

2. Aprocedural l i brary to al l owuser i nter f aces to make easy use of these
f aci l i t i es .

3. Zone transf er tool . Thi s wi l l use the zone transf er protocol to transf er
i nf ormati on between a DSAand Domai n Nameserver . When wri t i ng
to the DSA, attr i butes i n an entry whi ch are not DNS records shoul d
remai n untouched.

4. Li nkage patchi ng tool . When the organi sat i onal DIT i s establ i shed,
associ ated domai n poi nters are usual l y i nserted. Atool can be wri tten
to search the DITand i nsert the reverse poi nters .

5. DNS Manager Tool . Thi s wi l l al l owuser addi t i on of addi t i onal i nf or-
mati on i nto the DNS part of the DIT. Astandard DUAcan probabl y
be used f or thi s .

6. Mai l box downl oad tool . Thi s wi l l al l owdownl oad of l ocal mai l boxes ,
wi th poi nters to the user entr i es .

7. Emul at i on DNS Server , us i ng the Di rectory as a database. The server
shoul d mai ntai n a permanent connect i on to i ts l ocal DSA. As there i s
no OSI bi nd, the response of thi s server can be at l east as f ast as a
normal DNS server . There can be two vari ants of thi s server .

(a) Usi ng a l ocal DSAas a l ocal database but usi ng DNS di str i buted
operat i ons .

(b) Do al l l ookups i n the di rectory (us i ng Di rectory Di str i buted Op-
erat i ons) .
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An i ni t i al exper i ment i s strai ghtf orward. The Zone Transf er Tool (3) can
be used to downl oad a l arge part of the DNS space i nto a s i ngl e DSA(there
wi l l be some restr i ct i ons , as parts of the DNS hi erarchy do not permi t zone
transf er) . Thi s can be used repeatedl y to mai ntai n the i nf ormati on. The
l i nkage patchi ng tool (4) can be used to put i n poi nters to parts of the
DIT. The user tool can then be used (by al l s i tes part i ci pat i on the the
di rectory pi l ot) to l ook up domai n i nf ormati on. Thi s wi l l al l owthe uti l i ty
of the approach to be eval uated. The manager tool (5) wi l l al l ow extra
i nf ormati on to be added to parts of the DNS tree.

The next stage wi l l be to di str i bute the DNS part of the DITover mul t i pl e
DSAs usi ng Di rectory di str i but i on techni ques .

The emul at i on DNS Server (7) wi l l be usef ul to ensure that equi val ent f unc-
t i onal i ty i s bei ng o�ered by the Di rectory. I t can al so be used to exami ne
perf ormance di �erences .

A �nal step i s to master some parts of the DNS hi erarchy i n the DIT.
Because of the zone transf er techni que, thi s wi l l be ent i rel y transparent to
the DNS user . Management bene�ts can then be exami ned.
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